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Abstract

Industry 4.0 is expected to deliver significant productivity gain taking advantage of Internet of things (IoT). Smart solutions,
enhanced by IoT, are constantly driving revolutionary approaches in multiple domains. Smart factories are one domain where
intelligent integrated robotic systems will revolutionize manufacturing, resulting in a complex ecosystem, where humans,
robots and machinery are combined. In this setting, human safety requirements are of paramount importance. This paper
focuses on symbiotic human-robot collaboration systems (HRC), where human safety requirements are essential. Hence,
it aims to explore and prioritize human safety requirement dependencies, as well as their dependencies with other critical
requirements of smart factory operation, as effectiveness and performance. Toward this end, the proposed approach is based
on SysML to represent the requirements dependencies and pairwise comparisons, a fundamental decision-making method,
to quantify the importance of these dependencies. This model-driven approach is used as the primary medium for conveying
traceability among human safety requirements as well as traceability from safety requirements to effectiveness and perfor-
mance requirements in the system model. The analysis is based on the operational requirements identified in the European
project HORSE, which aims to develop a methodological/technical framework for easy adaptation of robotic solutions from
small-/medium-sized enterprises. Validation of the results is also performed to further elaborate on human safety require-
ment dependency exploration. The outcomes of this paper may be beneficial for symbiotic HRC systems in the early design
stage. As the system is being developed with an emphasis on human safety, all these requirements that have been assessed
with highly prioritized dependencies should be taken into account, whereas those with negligible ones have to be ignored
since they do not significantly affect the rest of the process. Since operational requirements may be conflicted and incom-
patible, this approach may be very useful for other systems as well during the system design phase to find the appropriate
solution satisfying the majority of the requirements, giving a priority to the ones with highly ranked dependencies and hence
facilitating the implementation phase and afterward the production line. The outcomes may be used as a step in developing
a model-driven approach which should be able to support the manufacturing process, facilitating the integration of systems
and software modeling, which is increasingly important for robotic systems in smart factories incorporating HRC.

Keywords Symbiotic human-robot collaboration systems - Safety - Requirement analysis - Dependencies - SysML -
Decision making - Pairwise comparison

1 Introduction

Centered around advanced robotics and automation, new
ways of human—machine interaction (HMI) and vast troves
of data and boosted connectivity, Industry 4.0 is poised to
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modernize manufacturing and boost industrial competitive-
ness. Coupled with the emerging Internet of things (IoT),
Industry 4.0 offers manufacturers the ability to collect, ana-
lyze and act on immense stockpiles of data like never before
and then set those actions in motion with highly efficient,
automated robotics. The use of advanced robots in manufac-
turing is becoming more and more commonplace in industry.
Where robots used to be applied mainly in large, high-tech
manufacturing plants, their application becomes increasingly
accessible for a diverse range of manufacturing companies,
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even small-/medium-sized enterprises (SMEs) which do not
necessarily active in the high-tech market. The use of robots
in the manufacturing process is, however, not always flexible
and efficient. This is caused primarily by the human safety
requirements: Their use may present a safety hazard for
human workers in the same physical space. Consequently,
spaces where robots and humans work are often physically
separated leading to inflexibility and inefficiency [1].

Robotic technologies have generally been developed for
capital-intensive, large-volume industrial manufacturing.
This explains why SMEs and mid-capitals are currently lag-
ging behind in their adoption. On the other hand, SMEs do
not only represent the big potential robotic market covering
a wide range of industries, but also face the same challenges
in the global market which require rapid reconfiguration for
their production systems, enhanced safety, smaller lots pro-
duction and reduced costs. HORSE, a European Research
and Innovation Project in the EU Horizon 2020 Framework
[2], will support SMEs to overcome the difficulties they
face in adopting robotics, e.g., low awareness of the tech-
nological improvements, low technical competence beyond
their core business and hesitation to new long-term invest-
ment. HORSE proposes a comprehensive set of activities
to speed up adoption of emerging advanced manufacturing
technologies of highly flexible and near-autonomous robot-
ics systems. These activities serve the entire value chain
and propose new concepts and business models for robotics
systems servitization and for product operation. The safety
requirements of the HORSE project, on which this paper is
based, primarily focus on human safety. Safety of the human
worker as well as reduction in health risks through physical
support by the robotized equipment will contribute to better
overall manufacturing processes.

As more and more industrial robots are used in manu-
facturing, the need for robot-related safety standards dur-
ing not only the design but also the implementation stage
increases. Human safety requirements are considered to be
of great importance for allowing human workers access to
the robot work space during operation, minimizing the like-
lihood of accidents. Worker injuries or even deaths related
to robot accidents have been reported worldwide confirm-
ing the fact that really dangerous situations may arise dur-
ing human-robot interaction (HRI) in the same workplace
[3, 4]. Robots are extremely useful and necessary industrial
machines; however, they can manipulate dangerous tools
and move rapidly with force and this can cause accidents.
Identifying the sources of potential harm, the workers in
the robot’s vicinity who may be in greatest peril, the type
of control abilities robots should acquire to be capable of
conforming to new forms of operation and the factors which
have the greatest impact on safety are some of the safety
issues that need to be addressed in industrial settings [5].

@ Springer

Human safety is an important consideration in HRI.
Industrial requirements for automation of manufacturing
operations are driving technology into the direction of deal-
ing with the hazards identified by safety analysis [6]. Safety
analysis, therefore, provides the mechanism for the identifi-
cation of the human safety-related requirements which are
essential for improving the safety of the system and bringing
HRI into common experience. Collaborative robots are usu-
ally installed to shared environments and are tested under
different scenarios including not only human safety, but
also effectiveness and performance aspects deriving human
safety requirements for robotic systems able to resolve the
relevant low-level injury risks [6]. In light of this, the aim
of the present paper is to develop a model-driven approach
in order to model, explore and prioritize the dependencies
of human safety requirements for smart integrated robotic
systems as an attempt to benefit robotic system decomposi-
tion in the early system development activities. This paper
highlights the significance of a human safety requirement
analysis, focused on the exploration of requirement depend-
encies, whose results are used in the robotics system design
process for the development of the related functionality, of
the required safety capabilities and in the standardized docu-
mentation of the requirements to be fulfilled by industrial
robots. This work focuses on symbiotic HRC systems, an
integral part of cyber-physical human systems in the Indus-
try 4.0 era. In such symbiotic systems human safety require-
ments, both functional and non-functional are essential. The
approach used is based on SysML for the representation of
the safety requirements interdependencies as well as their
dependencies with other categories, these of effectiveness
and performance and a decision-making procedure, namely
pairwise comparisons (PWC), in order to capture and prior-
itize these dependencies/interdependencies.

Since this paper focuses on symbiotic HRC systems in
the Industry 4.0 era, exploring the dependencies of safety
requirements with each other as well as with effectiveness
and performance requirements have an important influence
on software engineering activities, like project planning,
architecture design and implementation phase. As the system
is being developed with an emphasis on human safety, all
these requirements, whose dependencies have been assessed
as significant and highly prioritized, must be taken into
account, whereas those with negligible dependencies have
to be ignored since they do not significantly affect the rest of
the process. Since the requirements are sometimes conflict
and incompatible, this approach may be very useful for other
systems, during the system design process, to find the appro-
priate solution satisfying the majority of the requirements,
giving a priority to the ones with highly ranked dependen-
cies and hence facilitating the implementation phase and
afterward the production line. The outcomes may be used as
a step in developing a model-driven approach which should
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be able to support the manufacturing process, facilitating
the integration of systems and software modeling, which is
increasingly important for robotic systems in smart factories
incorporating HRC systems.

The results were further elaborated using a validation
approach based on sensitivity analysis and Monte Carlo
(MC) simulations to investigate the reliability of the final
outcomes. The stability of the results was examined by
incorporating uncertainty that may undermine the opinion
of participants involved in the decision-making process.
Interestingly enough, the outcomes seem to hold even under
uncertainty which therefore enhances the accuracy of the
approach.

The rest of the paper is organized as follows. A short
overview of related work is presented in Sect. 2. In Sect. 3,
the background of the HORSE system is analyzed. The
proposed approach to explore human safety requirements
dependencies is described in Sect. 4, whereas Sect. 5 deals
with the discussion and analysis of the obtained results.
Finally, some concluding remarks and future directions are
given in Sect. 6.

2 Related work
2.1 System safety requirements and dependencies

Safety critical systems within different technological sectors
are usually developed subject to the recommendations out-
lined in the corresponding official standards. These stand-
ards give guidance on the “determination” of requirements.
Safety requirements derived through safety analysis often
place integrity constraints on existing functions of a sys-
tem resulting in new functional requirements which may be
needed to prevent or mitigate the effects of failures identified
in the analysis [7]. According to [8], it is also a good practice
to treat safety-related functional requirements in a manner
consistent with other requirements applicable at the develop-
ment phase, since they are subject to the same obligations as
other requirements with respect to traceability.

Existing literature focuses especially on modeling and
deriving safety requirements for software systems or com-
ponents using different methodologies depending on each
case study. In [9], the authors examine how the results of
one safety analysis technique, fault trees, are interpreted
as software safety requirements to be used in the program
design process. The proposed model is formalized in a real-
time, interval logic, based on a conventional dynamic sys-
tems model with state evolving over time. Another approach
used in [10] for a train-set crossing incorporates fuzzy set
modeling and evidential reasoning to assess the safety asso-
ciated with safety requirements specifications. The devel-
oped methodology using specific parameters, such as failure

likelihood, consequence severity and failure consequence
probability, is capable of dealing with multiple safety ana-
lysts who make judgments on each safety rule. Furthermore,
the application of model-based design, by means of SysML,
is explored for e-Health systems in [11] emphasizing criti-
cality requirements, which are modeled as SysML require-
ments, while SysML constraints and parametric diagrams
are employed to describe and verify quantitative criticality
requirements. The approach illustrates the diverse criticali-
ties of the case study in the form of—manageable—SysML
requirements, and mathematical relationships and validation
expressions among the components and operational require-
ments of the examined system.

More specifically, exploring related research about
dependencies and prioritization of system safety require-
ments, Firesmith [12] illustrates safety’s position within a
quality model showing how safety requirements are related
to other quality requirements by decomposing safety into its
quality sub-factors. The resulting aggregation hierarchy of
safety sub-factors is used to identify a corresponding hier-
archy of safety requirements built upon safety metrics and
system-specific safety criteria for these safety sub-factors
that may be useful for identifying potentially missing types
of safety requirements. In addition, according to [13] the
difficult task of prioritizing requirements is addressed so
that the highest priority requirements can be implemented
first as part of the scheduling of an incremental, iterative and
time-boxed development cycle. Requirements at a lower tier
in the overall system structure “implement” requirements on
a higher tier. Thus, software requirements implement sub-
system requirements which implement system requirements.
Dependency relationships between use cases and usage sce-
narios imply dependencies between their priorities. Derived
requirements are usually engineered to support more fun-
damental requirements, which depend on the implemen-
tation of the derived requirements. Related literature puts
emphasis especially on requirements dependencies, since
understanding these dependencies is proven to improve the
requirements process. The different occurrences of require-
ments changes throughout a project’s life cycle point out
dependencies among functional requirements. The proposed
approach provides a modular way to organize requirements
and a proper granularity to analyze requirements dependen-
cies [14]. In [15], a requirements dependencies matrix is
used as a practical tool to assess to which extent software
functional requirements depend on each other and finally
support software product-line engineering and identify an
effective set of system functions such that to reduce dis-
turbing dependencies. In addition, traceability research is
gaining increasing attention in many areas such as require-
ments engineering and model-driven architecture. It includes
not only the forward and backward links between artifacts,
but also links between items within a software development
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Requirements Engineering

interruptions, achieving the level of security and safety that
meets worker safety legal requirements on the shop floor
[19]. Symbiotic human-robot collaboration is defined for a
fenceless environment in which productivity and resource
effectiveness can be improved by combining the flexibility
of humans and the accuracy of machines [20]. In [21], the
development of a danger evaluation method is presented as
an approach to analyze the factors which affect the potential
impact force between the robot and the human, taking into
account usability and performance features. The derived
danger index is then used for improved mechanical design
and control, which is often considered as the most effective
safety strategy. Furthermore, according to [22], a require-
ment engineering analysis for industrial robots is necessary
from the beginning, meaning the adaption of robotics system
to needs and competences of the users, the specification of
formal requirements models, the detailing of requirements
and finally mapping them to system elements. Wiesner et al.
[23] propose natural language processing (NLP) as a way to
translate safety non-formal requirements to formal descrip-
tions, thus enabling automated information processing and
writing specifications by transforming requirements in natu-
ral language into discipline-specific models.

All these approaches have helped safety requirements
for critical systems and industrial robots evolve and have
made manufacturing intelligence a crucial topic for research-
ers and industries worldwide [24]. Despite these findings,
exploring safety requirements interdependencies and their
dependencies to others related to different aspects from the
human safety perspective still remains a challenge. There-
fore, in the context of smart manufacturing, an adequate
requirement engineering analysis is considered to be the key
to success or failure of every safe smart factory. Ensuring
communication and consistency of different requirements is
an interesting task owing to the variety of stakeholders from
different sectors involved. While many efforts have been
made to investigate safety requirements of industrial robots,
there has not yet been such an analysis combined with a
decision-making process in order to evaluate the dependen-
cies and grade the importance of requirements and assign
a corresponding weight to each of them. Toward this end,
this paper tries to fill this gap in the literature by propos-
ing an approach based on Pairwise Comparisons methodol-
ogy, utilizing SysML as a representation language. Safety
requirements, which address the continuously available
manufacturing operation ability, are graphically modeled in
a SysML diagram, so that their relationships are explicitly
mapped and defined. The approach is illustrated by a list
of requirements from the European project HORSE, which
aims to develop a methodological/technical framework for
easy adaptation of robotic solutions from SME:s.

In summary, the related work analysis of system safety
requirements and symbiotic human-robot collaboration

@ Springer

safety requirements in smart factories is presented in
Table 1, including the proposed approach of this paper tak-
ing into account the most important contributions of the
research.

3 Background: HORSE system
and requirements

3.1 HORSE system

The EU project HORSE aims to bring a leap forward in
the manufacturing industry proposing a new flexible
model of smart factory involving collaboration of humans,
robots, AGVs (autonomous guided vehicles) and machin-
ery to realize industrial tasks in an efficient manner. The
project proposes a smart integrated immersive and symbi-
otic HRC system controlled by the IoT based on dynamic
manufacturing processes with weak emergent behaviors,
since all of them have consistently reproduced in simula-
tions of the system and could be easily understood through
the reduced complexity of HORSE models during experi-
ments and after observation, but not consistently predicted
in advance. HORSE proposes a comprehensive set of activi-
ties to speed up adoption of emerging advanced manufac-
turing technologies of highly flexible and near-autonomous
robotics systems. AGVs and static robots will be used to
enable flexible and versatile production lines. These activi-
ties serve the entire value chain and propose new concepts
and business models for robotic systems servitization and
for product operation: HORSE defines and implements a
technological framework that adopts novel information and
communication technologies (ICT) approaches and stand-
ards (Open Service Gateway Initiative—OSGi) that enable
the robots to be considered as centrally and remotely sched-
uled resources, dynamically allocated to new and varying
production tasks in collaboration with humans in working
cells without fences. This provides flexibility for fast con-
figuration and take-up, improvement in quality (process
control) and safety of the operator. The project aims to fos-
ter technology deployment toward SMEs by developing a
methodological and technical framework for easy adaptation
of robotic solutions and by setting up infrastructures and
environments that will act as clustering points for selected
application areas in manufacturing and for product life cycle
management (production and/or maintenance and/or prod-
uct end of life). More specifically, the novel approaches of
HORSE are the integration of concepts such as (physical)
human-robot interaction (HRI), intuitive human—machine
interfaces and interaction between different robots and
machines into an integrated environment with preexisting
machines and workflows. Safety of the human worker as
well as reduction in health risks through physical support
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Fig. 1 Overall logical software
architecture
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by the robotized equipment will contribute to better overall
manufacturing processes. In these, predefined workflows to
be customized are the basis for servitization, for the entire
value chain that allows rapid reconfiguration of the robots-
based collaborative production processes. The purpose of
this project is to foster advanced manufacturing technology
deployment by industries and especially SMEs that will
stimulate their interest [2].

In addition, the proper elicitation of the system require-
ments has a fundamental role for the specification of the
HORSE system architecture which is acting as a blue-
print for the implementation of the technical solution of
the HORSE framework. The collection of requirements is
really significant, so that they are analyzed, evaluated and
prioritized, thus forming a configuration record defining
the scope of the architecture and implementation work. The
derived set of requirements is actually an agreement between
identified stakeholders as to what will be considered a suc-
cessful output of the HORSE project. It also represents the
bare minimum of what the system must be able to satisfy
with emphasis on the human safety feature [2].

The HORSE architecture is specialized for very small
batch smart reconfigurable manufacturing systems. At first,
a standard architecture is designed and then is implemented
at the three different pilot cases of the project for verification
and validation of the system. Figure 1 presents the overall
logical software architecture, since the software aspect is
leading in a system development project like HORSE. The

v
Process / Global Execution Global
Agent Data (MPMS) Awareness
[} ¢
| Exec Global Abstraction Layer |
N
I Exec Local Abstraction Layer I
] [}
Task / Step Local Execution tocal
/ Cell Data Awareness
T

integration of the architecture of four different subsystems
is obvious. The HORSE software architecture is divided
into a HORSE global level, which covers the site, area and
production line levels of the hierarchy (as all these levels
require coordination between work cells), and a HORSE
local level, which covers the work cell level. Furthermore,
the architecture distinguishes between support for design/
configuration (Design/Config) of manufacturing activities on
the one hand and execution (Exec) of manufacturing activi-
ties on the other hand—both on HORSE global and HORSE
local levels. The database and connections to it together with
interfaces to the hardware platform and human operators
have been omitted for simplicity reasons [2].

This logical software architecture has been confronted
with the general requirements following the requirements
elicitation of the project, and it has been proven that not only
all functional requirements are covered, but also all mod-
ules in this logical software architecture have a functionality
linked to a same-level requirement; thus, the architecture is
complete at this level and contains no superfluous modules
[2].

Toward the direction of the development of the HORSE
system components and their integration into an overall plat-
form, it has been really important to identify stakeholders
and their corresponding expectations and describe the differ-
ent pilot cases based on which the HORSE system functions
and their functional requirements are defined [25].

@ Springer
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3.2 Requirement elicitation process

In the context of the HORSE project, the requirement elici-
tation process led to a list of requirements for the HORSE
system, considering the usage of robots in a shop floor,
involving HRC with no fences. The process of requirements
elicitation was based on the state of the art and literature
review about robotics in the industry, taking also into consid-
eration the alignment with the Robotics 2020 Multi-Annual
Roadmap from the euRobotics aisbl [26]. As a next level,
these requirements were refined by studying the operations
of the system at the pilot sites, identifying and analyzing the
needs of each pilot case and classifying the typical use cases
involving robotics in the production line. The requirements
were matched with the technologies provided by the partners
to define the actual functionalities of the HORSE framework
[27]. The collected requirements were analyzed, evaluated
and prioritized, thus forming a configuration record defining
the scope of the architecture and implementation work. This
evaluation includes the evaluation of the individual require-
ments against the project objectives and goals, technical fea-
sibility, time, etc., leading to the final list of requirements,
which were selected to be addressed by HORSE. The set of
final requirements represents an agreement between identi-
fied stakeholders as to what will be considered a successful
output of the HORSE project. It also represents the bare
minimum of what the system must be able to satisfy. Upon
agreement by identified stakeholders, the set of requirements
were frozen to allow for harmonious system development
[28].

The purpose of the HORSE system requirements elicita-
tion was to provide a description of what the system should
do and its interactions or interfaces with its external environ-
ment, capturing all inputs, outputs and required relationships
between inputs and outputs in a way that does not bind the
realization to a single product or technology. The proper
specification of the system requirements has a fundamental
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Fig.2 The conceptual framework of HORSE system and requirements
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role for the specification of the system architecture, which is
acting as a blueprint for the implementation of the technical
solution of the HORSE framework [29]. The designers and
developers of HORSE platform components and functions
aligned their work with the extracted requirements. These
requirements act as criteria for evaluation of this work.
The main goal of the design, implementation and execu-
tion of system test cases is the validation of the developed
system against the set of requirements specified. Custom-
ized instances of the HORSE framework have been set up
at the three pilot sites. The planning and the execution of the
field tests also aim to validate the specific instances against
the requirements and constraints elaborated. A traceability
matrix based on the requirements specification was also
developed before the implementation phase, since cor-
rect traceability is the basis for requirements analysis [17]
which is important for all aspects of a software development
project.

Figure 2 depicts the conceptual framework of the HORSE
system and requirements. The HORSE system is decomposed
into two main aspects: the integration of robotics and human
activities, which drills down from the manufacturing process
level to the level of the work cell that executes a task, and
the integration of horizontal and vertical processes, which
integrates the various vertical sub-processes (one for each
work cell) with the horizontal end-to-end manufacturing
process. Both aspects are explained and further decomposed
into main functions and finally into specific operational
requirements, as shown in Fig. 2 [2]. HORSE main func-
tions present the general intended abilities of the HORSE
system. These functions are based mostly on the expectations
of the stakeholders, the technology to be developed and the
feasibility of creating such technology. The main functions
will drive system component development, to create tech-
nology which can provide the described functions. In the
context of HORSE, taking into account the industry 4.0 needs
[30], operational requirements [31] are those qualitative and
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quantitative statements that identify the essential capabili-
ties, measurements (measures of effectiveness, performance,
safety, reliability, adaptability, usability) and the process or
series of actions to be taken in effecting the desired results of
the system [32, 33]. They serve as a basis for determining the
operational effectiveness and suitability of the system prior
to deployment. Human safety requirements within HORSE
in industry 4.0 are those requirements that are defined for
the purpose of health risk reduction during the HRC [27].
This places emphasis on hazard identification and risk assess-
ment in setting up robots and providing physical safeguards
to separate robots from humans as much as possible to mini-
mize the possibility of collision. The effectiveness require-
ments deal with how effective or efficient the HORSE system
should be in performing its mission [34]. The effectiveness
requirements were part of usability requirements of the pro-
ject, in order to highlight the efficiency of operation and
capture the efficiencies with which operators can exploit the
services provided by the system [2]. Performance require-
ments refer to requirements that quantitatively measure the
extent to which a system or a system part satisfy a required
capability or condition.

Inspection of all these main aspects and functions of
the HORSE system reveals that human safety is an impor-
tant aspect in any step of the whole procedure. The human
safety requirements seem to be entirely connected or even
dependent on other requirements that affect robots’ effec-
tiveness and performance, so that the potential of robotics
applications in new situations is to be fully realized, e.g., in
SMEs and in service and domestic environments. HORSE
is dedicated to provide HRC with an emphasis on worker
safety as well as reduction in health risks through physical
support by the robotized equipment that will contribute to
improve processes’ quality, reduce costs, enable flexibility
and make better overall manufacturing processes. During the
HORSE evaluation process of the operational requirements,
apart from human safety, both effectiveness and performance

\Robot Operating Zone Safety Zone,/ Actor Operating Zone /
\ % \\\\ //,’ /
. Y s P

Fig.3 HORSE safety zone

requirements have been highly prioritized against other cat-
egories such as reliability and adaptability, thus forming
a configuration record defining the focus of this paper not
only on human safety, but also on these two categories. The
outcomes of the evaluation process also revealed a great
interconnection between human safety and effectiveness
as well as performance operational requirements. Though
we explicitly discuss the safety operational requirements
related to the safety zone and the way they may be inter-
related with operational requirements prescribing robot and
human behavior in their operating zone, inside and outside
the safety zone. The safety zone is defined as a special zone
inside the operating zone, where the robotic actors operate
in a safe way if a human is present [2]. This term is used as
defined in directive 2009/104/EC concerning the minimum
safety and health requirements for the use of work equipment
by workers at work. Figure 3 depicts the HRI safety zone
as well as the robot and actor operating zones. The safety
requirements are the requirements inside the safety zone
while requirements from other categories that are related
to safety belong to either robot or actor operating zones.
The operational requirements outside the safety zone may be
requirements from other categories, but the project focuses
on effectiveness and performance requirements, since they
are highly ranked over the others. The HORSE project has
to implement protective measures to reach acceptable risk
level. User has also the responsibility to ensure that health
and safety conditions are maintained. Uses of a flexible
system pass through risk assessment and definition of new
procedure for backup, reprogramming, quick machinery
configuration. Then, again regulation is existing but robotic
collaboration will create new technical problems which are
today not in the common user field.

4 An approach to explore and prioritize
human safety requirement dependencies

4.1 System requirements from human safety
perspective

Ensuring human safety is a key requirement for all robots
in symbiotic HRC systems [27]. Owing to their weight and
the power required to move that weight rapidly and precisely,
they can become quite formidable machines. Human safety
is a key issue because without confidence that robots will not
harm humans, their application and performance will remain
limited [27-29]. The need for human safety applies to any
kind of industrial type of robot in the manufacturing process.
A basic requirement for service robots, for instance, is to
ensure that they do not fall on or collide with the people they
are supposed to be serving. This places emphasis on hazard
identification and risk assessment in setting up robots and
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providing physical safeguards to separate robots from humans
as much as possible to minimize the possibility of collision.

As a consequence, the human safety requirements seem
to be entirely connected or even dependent on other require-
ments that affect robots’ effectiveness and performance, so
that the potential of robotics applications in new situations is
to be fully realized. During the HORSE evaluation process
of the operational requirements, apart from human safety,
both effectiveness and performance requirements have been
highly prioritized against other categories such as reliability
and adaptability, thus forming a configuration record defin-
ing the focus of this paper not only on human safety, but
also on these two categories. The outcomes of the evaluation
process also revealed a great interconnection between human
safety and effectiveness as well as performance operational
requirements. In light of this, the present paper focuses on
the human safety requirements of the HORSE system as well
as the requirements from effectiveness and performance cat-
egories that are related to or may affect the human safety of
the system and are presented in this section. In this context,
we attempt to investigate the interdependencies of human
safety requirements as well as the dependencies of require-
ments from the effectiveness and performance categories on
safety requirements either directly or not. Toward this end,
we adopt the HORSE terminology of operational require-
ments as mentioned in the above section.

Trying to capture the concept of dependencies of the
human safety requirements, one may consider, for exam-
ple, an effectiveness requirement E-FRQOS5 that directly
affects a safety requirement S-FRQO2 or a performance
requirement P-FRQ10 that affects the effectiveness require-
ment E-FRQOS5 which in turn affects S-FRQO2 (indirect
dependency).

Table 2 contains a list of the collected requirements either
functional or not, stated according to the following syntax,
as advocated by [30]:

3. The trigger must be true for the requirement to be
“fired,” but only if the preconditions were already satis-
fied.

4.2 Requirements dependencies problem
statement

The aim of the present paper is to develop an approach in
order both to identify and prioritize the dependencies of
human safety requirements for smart integrated robotic sys-
tems in an attempt to provide the first step in developing a
model-driven procedure which should be able to support the
manufacturing process, facilitating the integration of sys-
tems and software modeling, which is increasingly impor-
tant for robotic systems in smart factories incorporating
HRC. This paper focuses on symbiotic HRC systems in the
Industry 4.0 era, and exploring the dependencies of safety
requirements with each other as well as with effectiveness
and performance requirements has an important influence
on software engineering activities, like project planning,
architecture design and implementation phase.

Toward this end, a model-driven approach is introduced
at first in this paper targeting the identification of safety
requirements as well as the assessment of their interdepend-
encies and the dependencies from requirements of other cat-
egories (effectiveness, performance) in order to assess their
impact on human safety. More specifically, the dependencies
are identified utilizing SysML requirement relationships. In
this context, a SysML requirement diagram is constructed as
the primary medium for conveying traceability among safety
requirements as well as traceability from safety requirements
to effectiveness and performance requirements in the sys-
tem model. With any new addition of requirements to the
model, new relationships from those requirements back to
the existing ones that drove the need for their creation are
created [35]. In this way, the establishment of requirements

the < system name > shall < system response > < optional preconditions > < optional trigger > ---.

This simple structure forces the separation of the condi-
tions in which the requirement can be invoked (precondi-
tions), the event that initiates the requirement (trigger) and
the necessary system behavior (system response). Precondi-
tions and trigger are optional, depending on the requirement
type. The order of the clauses in this syntax is also signifi-
cant, since it follows temporal logic:

1. The system is required to achieve the stated system
response if and only if the preconditions and trigger are
true.

2. Any preconditions must be satisfied; otherwise, the
requirement can never be activated.

@ Springer

traceability becomes an ongoing activity throughout the
design throughout the design and development of the sys-
tem. Pairwise comparisons, a fundamental part of decision-
making processes, are used in order to prioritize these safety
requirements dependencies with each other and other critical
requirements of smart factory operation, these of effective-
ness and performance. The following subsections focus on
the analysis of SysML and PWC approach.

4.3 SysML

A smart factory which involves collaboration of humans,
robots and machinery is a fully connected and flexible



Requirements Engineering

Table 2 System requirements related to/affect human safety requirements

Code Title Description System function

S-FRQO1 Robot operation in safety zone The Robotic Actor shall be able to operate in a defined space where a MF-01
spatial zone of safe operation (safety zone) is programmed

S-FRQO02 Robot human safety level monitoring The Robotic Actor shall be able to monitor the safety level of all MF-01
Humans inside its operating zone

S-FRQO3 Dynamic set of safety zone The Robotic Actor shall be able to dynamically set a safety zone imme- MF-01
diately from detecting at least one Human inside its operating zone

S-FRQO04 System human safety level monitoring The HORSE system shall be able to monitor the safety level of all MF-01
Humans inside the HORSE operating zone

S-FRQO8 Work pieces and load consideration for ~ The HORSE system shall be able to take into account the work pieces ~ MF-02

safety contours and loads of the Robotic Actors while computing safety zone contours

S-NR17  Not human harming The HORSE system shall not harm humans Non-functional

E-FRQO5 Simulation of robot movements The HORSE system shall be able to simulate the Robotic Actors’ move- MF-02
ments for a task before executing it

E-FRQO6 Collision-free planning The Robotic Actor shall be able to plan collision-free manipulation MF-02
trajectories

E-FRQO7 Robot navigation The Robotic Actor should be able to navigate avoiding obstacles and MF-02
collisions, while it is equipped with autonomous mobility features

E-FRQ13 Robot stiffness altering The Robotic Actor shall be able to alter its stiffness immediately from  MF-06
detecting that its operation may endanger a Human

E-FRQI14 Arm motion with force control The Robotic Actor shall be able to support arm motion with force con- MF-06
trol in order to avoid damage of the products

E-FRQ16 Robot motion altering The Robotic Actor shall be able to alter its motion immediately from MF-07
detecting that its operation may endanger a Human

E-FRQ24 Info presented to operator The HORSE system shall be able to present information to the Opera-  MF-11
tor including at least (a) condition, (b) state and (c) alerts, for each
Robotic Actor and Production human actor

E-FRQ29 Actors reallocation The HORSE system shall be able to re-allocate actors, in response MF-12
to external events, including at least (a) safety alerts and (b) sensor
failures

E-FRQ32 Actors to tasks reallocation on safety risk The HORSE system shall be able to dynamically re-allocate actors to MEF-13
tasks based on task safety risk and ergonomic information

E-FRQ36 Safety risk notification The HORSE system shall be able to accept notifications from actors MF-14
in the production line regarding a change of manufacturing system
status, including at least (a) actor availability and (b) safety risks

P-FRQ10 Robot monitoring The HORSE system shall be able to monitor for every Robotic Actor: MF-04

(a)lts capabilities, including at least (a.1) maximum load and (a.2)
availability,

(b) Its performance, including at least (b.1) task actual completion time,
(b.2) task estimated completion time, (b.3) task successful execution
estimation

system consisting of many different subsystems that can no
longer be treated as stand-alone, but operate as part of a
larger whole that includes other systems, robots or humans.
The increase in its system complexity is demanding more
rigorous and formalized systems engineering practices that
differ from a document-based approach and rather move
to a more model-based approach which focuses mainly on
creating a coherent model of the system. Model-based sys-
tems engineering (MBSE) is proposed as a way to manage
complexity, while it improves design quality and cycle time
and facilitates knowledge capture and design evolution [36].

A standardized and robust modeling language is consid-
ered a critical enabler for MBSE. The Object Management

Group’s Systems Modeling Language (OMG SysML™) is a
general-purpose graphical modeling language that supports
the specification, analysis, design, verification and validation
of a broad range of systems and is easily extendable. These
systems may include hardware, software, data, people, facili-
ties and procedures. SysML is a modeling language with a
semantic foundation for representing requirements, behavior,
structure and properties of the system and its components. It
is an extension of the Unified Modeling Language (UML),
version 2, which has become the de facto standard software
modeling language [37, 38]. Into this context, SysML is also
selected because it can provide modeling constructs, such
as graphical diagrams to represent text-based requirements

@ Springer
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and relate them to other modeling elements or requirements
of different categories. Most requirement relationships in
SysML are based on the UML dependency. The direction
of the arrows points from the dependent model element (cli-
ent) to the independent model element (supplier). Hence in
SysML, this is in the opposite direction that is often used to
represent requirements flow-down, where the higher-level
requirement points to the lower-level requirement. The direc-
tion represents a dependency from the derived requirement
to the source requirement, such that if the source require-
ment changes, the derived requirement should also change
[39]. Several requirements relationships are specified in
SysML that enable the modeler to relate requirements to
other requirements as well as to other model elements. These
include relationships for defining a requirements hierarchy,
relating requirements, deriving requirements, satisfying
requirements, verifying requirements and refining require-
ments. Copy relationship is a dependency between a supplier
requirement and a client requirement that specifies that the
text of the client requirement is a read-only copy of the text
of the supplier requirement. The relate dependency is used
to define that a certain requirement is affected by another.
The derive relationship relates a derived requirement to its
source requirement. The satisfy relationship describes how
a design or implementation model satisfies one or more
requirements. The verify dependency defines how a test case
or other model element verifies a requirement. Finally, the
refine requirement relationship can be used to describe how
a model element or set of elements can be used to further
refine a requirement.

Since SysML is particularly effective in specifying
requirements, structure, behavior, allocations and constraints
on system properties to support engineering analysis, the
present paper adopts it as a modeling language for describ-
ing the interrelations among requirements of the smart fac-
tory using symbiotic HRC, emphasizing on human safety
perspective.

4.4 Pairwise comparisons

A fundamental problem in decision making is to grade the
importance of a set of requirements and assign a weight to
each of them. Their importance usually depends on several
criteria which can be evaluated within the decision-making
processes. In this paper, the PWC framework is used to eval-
uate the dependencies among the three categories of HORSE
requirements, namely safety, effectiveness and performance
from the human safety perspective.

Pairwise comparisons are widely used in multi-criteria
decision analysis (MCDA) and have successfully been
applied in many practical decision-making problems either
as stand-alone method [40] or as an essential ingredient of
MCDA processes, such as the AHP [41, 42], the weighted
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product method (WPM) [43], the preference ranking organi-
zation method for enrichment evaluation (PROMETHEE)
[44] and the analytic network process (ANP) [45, 46].
PWC provides a structured process for the effective rank-
ing of attributes, aiming at identifying their importance of
influence on a general goal [45, 46]. The PWC framework
enables the ranking of dependencies of requirements by
allowing a number of experts, say M, to compare the vari-
ous requirements R; (1 <i<N) in pairs, in order to explore
their dependencies with the safety requirements, instead
of assigning their dependencies in a single step [47]. This
reduces the influence of subjective point of views, associated
with eliciting weights directly.

We want to explore and prioritize the dependencies of
requirements S-FRQO3, S-FRQO1, S-FRQO02, S-FRQ17
and S-FRQO4. We denote these safety requirements as S,
(1 £k<5) and the requirements with which are related
(derive or relate relationship) as R;. According to PWC,
each expert m (1 <m <M) compares all possible combina-
tions of R; and R;, in order to explore which dependency
is more strong (i.e., the R; with S, or the R; with S}). The
outcome of these judgments for the mth expert is stored in
a square Nx N reciprocal matrix P™ =[P{”], which will
henceforth be referred to as a pairwise comparison matrix.
Each P™ depicts the dependencies of the S, requirement
with the requirements R; presented in the matrix. The value
of the element Pf»;”) reflects the degree of the relation with
S, of requirement R; over R;. The experts need to complete
only the upper triangular elements (i <j) of P™ since by
definition we have P{"™ = 1/P{" and P{ =1 for a recipro-
cal matrix. The weights w{™ of requirement R, according
to expert m can be calculated with various ways. The most
widely adopted approach is to solve the eigenvalue problem
P(‘“)xf]"’) =1 xfl”’), where 4, are the eigenvalues of P™ and
x{" = [x(] are the corresponding eigenvectors. Assum-
ing that the eigenvalues are ordered so that 4, is the largest
eigenvalue, then the weight of dependency of the require-
ment R; with the S, is estimated by normalizing the elements
of the principal eigenvector x{™ as follows [47, 48]:

v -1
(m) _ _(m) (m)
Wi =X llez] ‘ Q)

=1

In order to further simplify the comparisons, [41] intro-
duced the nine-level scale shown in Table 3.

One way of measuring the inconsistency of a pairwise
comparison matrix is to calculate the Consistency Ratio
(C.R.) defined as C.R.=C.I./R.I., where C.I.=(1, = N)/
(N—1) is the consistency index and R.I. is an average ran-
dom consistency index derived from a sample of randomly
generated reciprocal matrices with elements scaled accord-
ing to [41]. If C.R. is smaller or equal than 0.1 considered
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Table 3 Nine-level scale

Pﬁjm) Explanations

1 R; and R; are equally important

3 R; is slightly more important than R;

5 R; is strongly more important than R;

7 R; is very strongly more important than R;
9 R; is absolutely more important than R;
2,4,6,8 Intermediate values

Reciprocals of above Used in analogous manner when R; is

more important than R;

acceptable and in this case, the matrix is said to be nearly
consistent. In our case, the CR values were less than 0.1,
which is considered acceptable and the matrices are consid-
ered to be consistent.

After all the comparisons have been completed, the aver-
age weight w; for each R; is calculated by averaging out the
weights w{™ obtained by the M experts,

1M
(m)
wiz—EwA.
m=ll

The weights w; are the weights of dependencies of the
requirements R; with the examined S;, and hence the out-
come of the PWC process.

In this paper, in order to rate the dependencies among
the HORSE requirements from a human safety perspective,
one must first indicate the different PWC matrices and then
evaluate the weights of the dependencies of the requirements
of each matrix (as analyzed in Appendix). Toward this end,
each expert m performs a series of PWCs according to the
aforementioned procedure and the weights of dependencies
are finally estimated.

@

4.5 Surveys and participants

A number of M =15 experts, members of the HORSE
consortium have filled out the PWCs matrices. This group
size is considered to be adequate for such decision-making
problems, since it was shown in previous literature [48] that
there is no much sense in using more than M =15 partici-
pants, because the rate of decrease in an important measure
named the probability of rank reversal of the final ranking
is already small for M > 15. The survey was conducted by

Table 4 Gantt chart depicting the phase of exploring safety dependencies

Phases M1 (M2

M3

a Web-based decision support platform incorporating all
elements of the PWC framework where experts log on to
the platform and fill out the questionnaires. The Web plat-
form has been developed in PHP as open source code by
the authors and maintained in the Harokopio University of
Athens. The open-source code has been also uploaded in
Github (https://github.com/gdede-hua/decision-survey-platf
orm) and supports the PWC framework as well as additional
decision-making methods. The data supplied by the users are
saved in a database, and the survey designer can perform the
algorithm of pairwise comparisons in order to estimate the
weights that signify the importance of categories according
to the PWC framework.

The experts are employees of various organizations inside
the HORSE project, which constitutes a well balanced blend
between industry and academia from many parts of Europe
(Netherlands, Germany, Spain, Slovenia, Poland, France
and Greece). Their expertise lies primarily in the fields of
requirement engineering, robotic systems, decision making
and IoT. After the HORSE requirement specification and
before the system implementation phase, one representative
from each partner of the OMEGA consortium (i.e., Techni-
cal University of Eindhoven, Thomas Regout International,
BOSCH, Harokopio University of Athens etc.) [2] partici-
pated in the pairwise comparison surveys, conducted during
a period of 2 months between M5 and M6 of the HORSE
project as depicted in the following Gantt Chart (Table 4).
After the completion of the surveys, the data were analyzed
and the dependencies have been ranked and analyzed dur-
ing M7 and M8. The results of the proposed approach were
very beneficial for the system design process and hence
the system development, as they captured the requirements
with highly ranked dependencies from the safety perspec-
tive. Given that human safety is the primary focus of the
HORSE project, exploring safety dependencies has facili-
tated the implementation phase and gave key directions for
the development of the HORSE system.

5 Results and discussion
5.1 SysML diagram and dependencies

The SysML requirement diagram depicting human safety
requirements and their interdependencies is depicted in
Fig. 4. Requirements are represented as SysML requirement

M4 M5 [M6 |M7 (M8 |M9 (M10|M11 M24

Manufacturing and End-user Requirements

Exploring Safety Requirements Dependencies

System Design

System Development
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elements, characterized by their unique identifier and text  of the needs of each pilot case resulted in conclusions which
properties. The safety requirements are depicted as white ~ were aligned with the extracted requirements and validate
boxes, while effectiveness and performance requirements  both the interrelations of the selected requirements of this
as gray and yellow, respectively. Furthermore, the require-  model and the successful output of the HORSE project.

ments relationships are specified in order to interrelate the The estimated weights of dependencies, according to
safety requirements or relate them with requirements from  the performed PWCs, are also depicted. Inspection of the
the other two categories. The proposed model manages to ~ SysML diagram reveals that there are two main types of
confirm the results of the HORSE evaluation process of the ~ dependencies, “derive” and “relate.” The “derive” relation-
selected set of requirements, since apart from safety, both  ship relates a derived requirement to its source requirement.
effectiveness and performance categories have been highly ~ This typically involves analysis to determine the multiple
prioritized and connected during the evaluation of the col- derived requirements that support a source requirement. On
lected requirements. The study of the operations of the sys-  the other hand, “relate” dependency is used to define that
tem at the HORSE pilot sites, the identification and analysis  a certain requirement is affected by another. For example,

Human Safety Effectiveness Performance
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the dependency S-FRQO04 Re_mf S-FRQOI denotes that the
requirement S-FRQO04 influences S-FRQO1.

5.2 Prioritizing dependencies

In this section, the results of PWCs, regarding the evalua-
tion of the dependencies among the requirements depicted
in the SysML diagram, are presented and further analyzed.
Figure 5 illustrates the weights of dependencies for each
safety requirement, namely S-FRQO1, S-FRQO02, S-FRQO03,
S-FRQO04 and S-NR17. As shown in Fig. 1, for each safety
requirement the more important dependencies are high-
lighted with bold lines, whereas faded lines are used to
depict the less important dependencies, according to the
discussion of the results that is presented below. Since the
paper is focused on exploring the dependencies from a safety
perspective, the results below analyze the dependencies for
each requirement lying on the safety category. Requirements
S-FRQOS is only derived from other requirements, but not
related to others.

Considering S-FRQO3 (dynamic set of safety zone)
dependencies, the results show that the E-FRQ16 (robot
motion altering) is most strongly related to S-FRQO3, as the
weight of “derive” relationship reaches 30.57%. It is rather
clear that the robotic actor shall be able to alter its motion
immediately from detecting that its operation may endanger
a human, in order to ensure that the actor will be able to
dynamically set a safety zone immediately from detecting
at least one human inside its operating zone, something that
comes in accordance with the Robotics 2020 Multi-Annual
Roadmap from the euRobotics aisbl [23]. The “relate”
dependency of E-FRQO7 (Robot navigation) comes second,
rated with a high weight of 27%, indicating that the Robotic

(a)

35 Weights of S-FRQO03 Dependencies

30

251

20

Weights (%)

S-FRQO1

E-FRQO7 E-FRQ13
Requirements

E-FRQ16

Fig.5 Weights of dependencies for a S-FRQO03, b S-FRQO1

Actor should be able to navigate avoiding obstacles and
collisions, while it is equipped with autonomous mobility
features, in order that the actor to dynamically set a safety
zone, when detecting a human. The “derive” dependencies
of S-FRQO1 (Robot operation in safety zone) and E-FRQ13
(Robot stiffness altering) seem to have almost the same
lower bearing of 22% and 20%, respectively, but not negli-
gible however. This indicates that they are important require-
ments but the aforementioned requirements E-FRQ16 and
E-FRQO7 seem to have a greater impact in order to ensure a
dynamic safety zone setup.

As far as S-FRQO1 dependencies are concerned, accord-
ing to Fig. 5, E-FRQ16 seems to have the most important
relation accumulating weight of 23.52%. Robot motion
altering is of paramount importance in order to ensure that
the robotic actor shall be able to operate in a defined space
where a spatial zone of safe operation is programmed.
The effectiveness requirement E_FRQO7 and the safety
requirement S-FRQO4 follow with almost the same weight
of dependency of around 19%, whereas the effectiveness
requirement E-FRQO6 is very closed with a dependency of
17.73%, indicating that robot navigation avoiding obstacles
and collisions, system human safety level monitoring in the
operating zone and planning collision-free manipulation
trajectories have also a significant impact on robotic actor
operation in a defined space with programmed safe opera-
tion zone. The rest effectiveness requirements (E-FRQO5,
E-FRQ14) seem to be of lower importance.

Regarding the S-FRQO2 dependencies, according
to Fig. 6, S-FRQO04 seems to take precedence over the
dependencies with the other requirements with a weight
of 25.41%, since system human safety level monitoring
inside the HORSE operating zone is a strongly prerequisite

(b)

Weights (%)

’s Weights of S-FRQO01 Dependencies

20

S-FRQO4 E-FRQO5 E-FRQO6 E-FRQO7 E-FRQI4 E-FRQI6
Requirements
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(a)m Weights of S-FRQ02 Dependencies

Weights (%)

S-FRQOI S-FRQO3 S-FRQO4 E-FRQOS E-FRQ06 E-FRQI3 E-FRQI6
Requirements

Fig. 6 Weights of dependencies for a S-FRQO02, b S-NR17

requirement for the robot to monitor the safety level of all
humans inside its operating zone.

Concerning S-NR17 dependencies, as shown in the fig-
ure, the experts seem to strongly relate the safety require-
ment that the HORSE system shall not harm humans with
the ability of the system to monitor the safety level of all
humans inside the operating zone (S-FRQO04). Indeed, there
is a strong interrelation of about 22.13% between the afore-
mentioned safety requirements and it is rather obvious that
requirements from effectiveness category seem to have a
lower impact on ensuring that HORSE system will be safe
for humans. However, the effectiveness requirement of sys-
tem reallocation of actors including safety alerts (E-FRQ29)
and the dynamic reallocation of actors to tasks based on
safety risk (E-FRQ32) are the most dominant effectiveness
requirements that affect S-NR17 (Fig. 7).

Weights of S-FRQ04 Dependencies

Weights (%)

E-FRQOS S-FRQO8 P-FRQI0 E-FRQ24 E-FRQ29 E-FRQ32 E-FRQ36
Requirements

Fig.7 Weights of dependencies for S-FRQ04
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(b) Weights of S-NR17 Dependencies

Weights (%)

S-FRQ04 E-FRQO5 S-FRQO8 E-FRQ24 E-FRQ29 E-FRQ32 E-FRQ36
Requirements

Finally, inspection of the results presented in the SysML
diagram and Fig. 8 reveals that the effectiveness requirement
of safety risk notification acceptance from actors regard-
ing a change in manufacturing system status, including at
least safety risks (E-FRQ36), is a requirement of paramount
importance in order to ensure that the system will be able
to monitor the safety level of humans in the operating zone
(S-FRQO04). S-FRQOS as well as the effectiveness require-
ments E-FRQ-24 and E-FRQ32 come second with almost
equal importance of dependency around 16%, whereas the
rest requirements seem to be related to lower impact depend-
encies with S-FRQO04.

It seems therefore that even though there are strong
dependencies among the majority of safety requirements,
effectiveness requirements also have a significant impact on
safety, as depicted in the figures presented above. This is
an important outcome since it highlights that safety is not
ensured only by satisfying the safety-related requirements

Probability of Rank Reversal of Dependencies

P(E-FRQ36>E-FRQ24)

P(S-FRQO4>E-FRQ29)

P(S-FRQO4>E-FRQ06)
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P(E-FRQ16>E-FRQO07) [ =RaieliE]

0 0.5 1 1.5 2 25 3 3.5
PRR (%)

Fig.8 Py of highly rated dependencies for each safety requirement
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but also requirements from the effectiveness category that
maybe a system designer or developer did not have in mind.
Toward a successful system design and implementation, in
the context of symbiotic HRC systems in the Industry 4.0
era, effectiveness requirements are aspects of paramount
importance that have to be taken into account. Utmost care
should be taken to fulfill not only critical safety require-
ments but also effectiveness requirements with highly ranked
dependencies in order to ensure safe symbiotic human—robot
collaboration systems. This is in accordance with the results
of previous literature which revealed that effectiveness fea-
tures have been proven to change the effectiveness of the
safety requirement [5].

The aforementioned results also depict that the proposed
approach can be useful to complement the requirements pro-
cess, meaning to better define and trace requirements from
the safety perspective, and it can therefore become a power-
ful managerial tool for decision makers and system partici-
pants in order to drive the safety of the system. The aim is
to develop an approach in order to both model and explore
the dependencies of safety requirements for smart integrated
robotic systems and finally provide information that can be
used as a guideline on where efforts are to be targeted and
particular importance should be given during the design and
implementation phase of the system. As the system is being
developed with an emphasis on safety, all these requirements
that have been assessed as significant with highly prioritized
dependencies should be taken into account, whereas those
with negligible ones have to be ignored since they do not
significantly affect the rest of the process. Furthermore, pay-
ing attention to the great blend of different requirements
of robotic systems, including safety, effectiveness and per-
formance aspects is necessary for a complete requirements
design process and analysis.

Toward this end, this study examines the safety require-
ments and explores their interdependencies as well as the
dependencies from requirements of other categories in order
to assess their impact on safety. The present approach devel-
ops the graphical SysML diagram of safety-related require-
ments defining their relations and prioritize their dependen-
cies using the decision-making process of PWC. The results
seem to be very beneficial for robotic system decomposi-
tion in the early system development activities. Since the
requirements are sometimes conflict and incompatible, this
approach may be very useful during the system design pro-
cess to find the appropriate solution satisfying the majority
of the requirements, giving a priority to the ones ranked with
high dependencies and hence facilitating the production line.
It seems therefore that this methodology can be seen as a
step in developing a model-driven approach which should
be able to support the manufacturing process, facilitating
the integration of systems and software modeling, which is
increasingly important for robotic systems in smart factories

incorporating HRC. It is rather important that PWC may
facilitate the integration of systems and software modeling,
since it can be further applied in the community regardless
of the requirement elicitation process used. Given a set of
requirements, one can explore their dependencies applying
the PWC, in order to investigate the impact of significant
requirements to others and accordingly adapt the design and
implementation process of the system.

5.3 Sensitivity analysis

The validity threats of the ranking outcomes of the dependen-
cies deal with the decision-making process and more specifi-
cally with the PWC matrices filled in by the participants as
well as with the uncertainty that may undermine their opinion.
In this context, the CR index was estimated in order to exam-
ine the consistency and it was deduced that the judgments
were consistent. The ranking outcomes of the dependencies
were also further elaborated using sensitivity analysis and MC
simulation. In this section, we discuss the reliability of the
results, given the level of uncertainties involved, by carrying
out a sensitivity analysis. It was found that the priorities of the
dependencies are not significantly influenced by the uncer-
tainties that may undermine the judgments of the experts,
which enhance the validity and accuracy of the results.

We use MC simulation to estimate the effect of intro-
ducing random perturbations in all parameters of the deci-
sion-making process. More specifically, MC simulations
were carried out by randomly varying the elements of the
PWC matrices used in the estimation of the dependencies’
weights. Such random perturbation may be due to incon-
sistencies of the PWC matrices [39]. Assuming the PWC
matrices P filled out by the experts, we estimated the
intervals O; = [P%min) Pg;f'a")] by calculating P ii(max) =max{P
;I <m <M} and P,™" =min{P, "Il <m <M}, where M
is the number of experts involved in the surveys. In each MC
iteration, we created M random matrices AP"” = [APij(’”)]
by randomly selecting APU-(’”) from a uniform distribution
inside O;;.

Carrying out 10* iterations, we estimated the probabili-
ties of rank reversal Pgy [38] between the dependencies of
each safety requirements and the Pgyp was less than 4% for
all the cases. In this context, the Pgy of the most promi-
nent dependencies for each safety requirement is depicted
in Fig. 8. As illustrated in the figure, we define as P(E-
FRQ36 > E-FRQ24) the probability of rank reversal between
the dependencies E-FRQ36 and E-FRQ24 for the safety
requirement S-FRQO4 and the rest probabilities depicted
are defined in a similar manner. The figure indicates that
the Pgy remains sufficiently low (less than 3.5%) for all the
cases. The outcomes provide an indication of the reliability
of the PWC results against uncertainties in the PWC carried
out by the participants.
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6 Conclusion

Since symbiotic HRC systems will play a key role in the IoT
era, there is an increased demand for robot safety standards
and requirements during not only the design but also the
implementation stage of such a system. Given the fact that
human workers are now able to have access to the robot work
space during operation, human safety is an important con-
sideration in HRI in order to prevent accidents. Therefore,
an approach is proposed to complement the requirements
process and better define and trace the requirements from
the human safety perspective by exploring their interdepend-
encies as well as their dependencies with other categories,
these of effectiveness and performance. Toward this end,
the present paper aims to develop an approach to identify,
explore and prioritize the dependencies of human safety
requirements for symbiotic HRC systems. This approach
may become a powerful managerial tool for decision mak-
ers and system participants for driving the general human
safety of each system examined.

The proposed approach is based on SysML for the rep-
resentation of the requirements dependencies and the deci-
sion-making process PWC as well, to assess and explore
these dependencies. More specifically, SysML is used as
a language for creating a coherent model of the system in
order to represent text-based requirements and relate them
to effectiveness and performance requirements emphasiz-
ing on their human safety perspective. The model depicts in
a SysML diagram the safety requirements as well as their
interdependencies and the dependencies with effective-
ness and performance requirements, and therefore, their
impact on human safety is assessed. The decision-making
method PWC is selected to explore the dependencies and
grade their importance. This model-driven approach is used
as the primary medium for conveying traceability among
human safety requirements as well as traceability from safety
requirements to effectiveness and performance requirements
in the system model. The dependencies among the human
safety, effectiveness and performance requirements, as iden-
tified in the European project HORSE, are evaluated from
the human safety point of view, and the results seem to be
very beneficial for robotic system decomposition in the early
system development activities. For a stronger validation of
the stability of the final outcomes, the authors have per-
formed a sensitivity analysis and the inspection of the results
reveals that the dependencies’ priorities are not significantly
affected by the uncertainties and may undermine the experts’
judgments.

The proposed methodology of this paper may be used as
a step in developing a model-driven approach which should
be able to support the manufacturing process, facilitating
the integration of systems and software modeling, which is
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increasingly important for robotic systems in smart factories
incorporating HRC. As the system is being developed with
an emphasis on human safety, all these requirements that
have been assessed with highly prioritized dependencies
should be taken into account, whereas those with negligible
ones have to be ignored since they do not significantly affect
the rest of the process. In addition, paying attention to the
great blend of different requirements of the robotic systems,
including safety, effectiveness and performance aspects, is
necessary for an effective design process and analysis of the
system. Since the requirements are sometimes conflict and
incompatible, this approach may be very useful for other
systems during the system design process to find the appro-
priate solution satisfying the majority of requirements, giv-
ing a priority to the ones ranked with high dependencies and
hence facilitating the production line. It is rather important
that this approach may facilitate the integration of systems
and software modeling, since it can be further applied in
the community regardless of the requirement elicitation pro-
cess used. Given a set of requirements, one can explore their
dependencies applying the PWC in order to investigate the
impact of significant requirements to others and accordingly
adapt the design and implementation process of the system.
As a future research direction, it seems very interesting to
apply the proposed methodology to an existing project with
arich collection of human safety and safety-related require-
ments and finally compare the outcome with the already
reported results. Furthermore, the extension of the approach
by defining requirements and evaluating their dependencies
to requirements of different, additional categories from a
different perspective other than human safety seems to be a
challenging topic for further research and study.
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Appendix
Questionnaire
Requirements definition

In this section, Table 1 of Sect. 4.1 is presented to the
experts in order to understand the requirements and their
description, before proceeding to the questionnaire. Moreo-
ver, the SysML diagram without the weights is also given to
understand the requirements relationships.
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Questionnaire Completion

Table 3 of Sect. 4.4 is also given to the experts in order to
understand the nine-level scale and fill in the pairwise com-
parison matrices.

How to complete the questionnaire

The following questionnaire aims at prioritizing the depend-
encies between the requirements in order to evaluate their
importance. For example, if S-FRQO1 depends on S-FRQO02
and S-FRQO3, we have to evaluate the importance of the
dependencies in order to examine whether S-FRQO?2 affects
more S-FRQO1 than S-FRQO3 or the opposite.

Toward this end, you have to compare the require-
ments in pairs of two (pairwise comparisons) by allocat-
ing a value from the nine-level scale presented in Table 2.
Please read carefully Table 3 (nine-level scale) and Table 1
(brief description of requirements) in order to complete the
questionnaire.

Making the following pairwise comparisons, please allo-
cate a number from the nine-level scale at each box. You
compare the requirement presented in each row with all the
other requirements presented in the columns, keeping in

Questionnaire

mind which requirement has more or less strong dependency
and how much to the requirement that they affect.

For example, we know that both S-FRQO02 and S-FRQO03
requirements affect (derive/relate) the requirement S-FRQO1,
then if we compare the S-FRQO02 with S-FRQO03 and put in
the box the value 3, we mean that S-FRQO2 slightly affects
more than the S-FRQO3 the requirement S-FRQO1.

Pairwise comparison for S-FRQO01 Requirement

S-FRQO3

S-FRQ02 3

Pairwise Comparison for S-FRQ03-Dynamic set of safety zone “Dependencies”.

E-FRQI13-
E_FRQO7_RObOt Robot stiffness E_FRQ ! 6_R0.b0t
navigation . motion altering
altering
S-FRQO1-Robot
operation in safety zone
E-FRQ13- E-FRQI16-
Robot stiffness Robot motion
altering altering
E-FRQO7-Robot
navigation
E-FRQ16-
Robot motion
altering
E-FRQ13-Robot stiffness
altering
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Pairwise Comparison for S-FRQ01-Robot operation in safety zone “Dependencies”.

S-FRQO04-System
human safety level
monitoring

E-FRQO5-
Simulation of
robot movements

E-FRQO6-Collision
free planing

E-FRQO7-Robot
navigation

E-FRQ14-Arm
motion with force
control

@ Springer

E-FRQO5- E-FRQO06- E-FRQO7- E-FRQ14-Arm  E-FRQI6-
Simulation of robot Collision free Robot motion with Robot motion
movements planning navigation force control  altering
E-FRQ14-
E-FRQO6-  E-FRQO7-Robot  Arm motion E'FtRQl?t'R.ObOt
Collision free navigation with force motion aftering
planning control
E-FRQ14-Arm E-FRQ16-
E:iRSt(i);;RObOt motion with Robot motion
& force control altering
E-FRQ14-Arm E-FRQ16-Robot
motion with force motion altering
control

E-FRQI16-Robot
motion altering
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Pairwise Comparison for S-FRO02-Robot human safety level monitoring “ Dependencies”.

S-FRQO1-
Robot
operation in
safety zone

S-FRQO3-
Dynamic set
of safety zone

S-FRQO04-
System human
safety level
monitoring

E-FRQO5-
Simulation of
robot
movements

E-FRQO6-
Collision free
planning

E-FRQ13-
Robot
stiffness
altering

S-FRQO3- A RQU: g pRQos- E-FRQ16-Robot
. System . - E-FRQO6- . .
Dynamic Simulation .. motion altering
human Collision free
set of of robot .
safety level planning
safety zone I movements
monitoring
E-FRQ13-Robo
S-FRQO04-
E-FRQO5- E-FRQO6-  stiffness altering
iﬁ;ﬁ? Simulation Collision E_FBQI?_R.ObO
ot of robot free motion altering
levei/ movements planning
monitoring
E-FRQ05-  E-FRQ06-  E-FRQI3-
Simulation Collision Robot E-FRQ16-
. Robot motion
of robot free stiffness alterin
movements planning altering &
E-FRQ13- E-FRQ16-
E-FRQO06-
Collis(igon Robot Robot
free stiffness motion
. altering altering
planning
E-FRQI3- E-FRQ16-
Robot RObOt
stiffness motl'on
altering altering
E-FRQ16-
Robot
motion
altering

@ Springer
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Pairwise Comparison for_S-NR-17-Not human harming “Dependencies”.

S-FRQO4-
System human
safety level
monitoring

FRQO5-
Simulation of
robot movements

S-FRQO08-Work
pieces & load
consideration for
safety contours

E-FRQ24-Info
presented to
operator

E-FRQ29-
Actors
reallocation

E-FRQ32-
Actors to tasks
reallocation on

safety risk
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E-FRQO5- -FRQO8-Work E-FRQ32- E-FRQ36-
Simula(t%otf of Spiec(e)sogc ?Z::d E-FRQ24-Info E-FRQ29- Actors to Safety risk
robot consideration for presented to Actors. tasks notification
movements  safety contours operator reallocation  req|jocation
on safety risk
“S,of]]} Sigfes E-FRQ32- E-FRQ36-
& load E-FRQ24-Info E-FRQ29- Actors tq tasks Saf_ety r1§k
consideration presented to Actor; reallocqtlon on notification
for safety operator reallocation safety risk
contours
E-FRQ24- E-FRQ32- E-FRQ36-
Info E-FRQ29-Actors  Actors to tasks ~ Safety risk
presented to reallocation reallocation on  notification
operator safety risk
E-FRQ29- E-FRQ32-Actors E-FRQ36-Safety
Actors to tasks risk notification
reallocation  reallocation on
safety risk
E-FRQ32- E-FRQ36-Safety
Actors to risk notification
tasks
reallocation

on safety risk

E-FRQ36-
Safety risk
notification
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Pairwise Comparison for S-FROQ04- System human safety level monitoring “Dependencies”.

$-FRQO8-Work P-FRQ10- E-FRQ24-Info E-FRQ29-  E-FRQ32- E-FRQ36-
pieces &_load Robot presented to Actors Actors to tasks ~ Safety risk
consideration for Monitoring operator reallocation reallocation on  notification
safety contours safety risk
E-FRQO5-
Simulation of
robot
movements
- - . R E-FRQ32- E-FRQ36-Safety
P-FRQ10-Robot Epl:igriidlzfo F iCRtSrZS‘) Actors to tasks  risk notification
Monitoring operator reallocation reallocation on
safety risk
S-FRQO8-
Work pieces &
load
consideration for
safety contours
E-FRQ24-Info E-FRQ29-  E-FRQ32- E-FRQ36-Safety
presented to Actors Actors to tasks  risk notification
operator reallocation ~ reallocation on
safety risk
P-FRQ10-
Robot
Monitoring
E-FRQ32- E-FRQ36-Safety

E-FRQ29-Actors
reallocation

Actors to tasks
reallocation on
safety risk

risk notification

E-FRQ24-Info
presented to

operator
E-FRQ32-Actors  E-FRQ36-Safety
to tasks risk notification
reallocation on
safety risk
E-FRQ29-
Actors
reallocation
E-FRQ36-Safety
risk notification
E-FRQ32-
Actors to tasks
reallocation on
safety risk

Example of dependency computation

The estimation of dependencies is based on the PWC pro-
cedure described in Sect. 4.4. We want to explore and prior-
itize the dependencies of requirements S-FRQO03, S-FRQO1,
S-FRQO2, S-FRQ17 and S-FRQO04. We denote these safety
requirements as S, (1 <k<5) and the requirements with
which are related in terms of relate and derive relationship
as R,. Toward this end, each expert m from a group of M
experts fills in the PWC matrices mentioned in the above

section of “Appendix” in order to explore the dependen-
cies of each S, requirement mentioned in the title of the
PWC matrices. Each PWC matrix depicts the dependen-
cies of the S, requirement with the requirements presented
in the matrix. Each of the aforementioned PWC matrices,
filled in by the mth expert, corresponds to the P™ matrix of
the PWC process. The estimated weights w{™ of the matrix
(according to Eq. 1) are the dependency of the requirement
R; of the mth expert with the related S, requirement of each
PWC matrix. Then, the average weights w; for the M experts
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are estimated, based on Eq. (2). The weights w; define the
weights of dependencies of the requirements R; with the
related S,.

For example, we consider the first PWC of the question-
naire, namely the matrix depicting the dependencies of
the requirement §;, namely S-FRQO03. We want to find the
dependencies with the requirements S-FRQO1, E-FRQO07,
E-FRQ13 and E-FRQ16. These requirements are the R;
requirements of the PWC process, where 1 <i<4. Each
expert 1 <m <M fills in this matrix, and hence, we have
M PWC matrices for the dependencies of S-FRQ03. We
consider each of these matrices as P™. For each P, we
apply the eigenvalue method and we estimate the weights
wg’") (according to Eq. 1) which is the dependency of the
requirement R; of the mth expert to the §;. We then estimate
the average of these weights, say w;, based on Eq. (2). The
weights w; are the weights of dependencies of the R; to the
S,. These are the weights depicted in the SysML diagram
(Fig. 4) as well as in Figs. 5, 6 and 7.

The procedure is the same for the exploration and pri-
oritization of the dependencies of the other requirements.
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