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ABSTRACT

TheInternetofThings(IoT)hasbeenhailedasthenextbestindustrialrevolutionandisexpectedto
influencetheglobaleconomy.Thetidehasbeguntoshiftawayfromoldwaysandseveralcompanies
areworkingtowardsprovidingnovelIoTapplicationsanddevelopmentsolutions,whichwillchange
thewayweapproacheverydaytasksinthefuture.TheIoTecosystemischaracterizedbycomplex
interactionsbetweentechnology,datasuppliersandusers,raisingtheneedforanintermediateentity,
theIoTbrokerandthecorrespondingbrokeringintelligenceasaservice,fortheIoTbusinessmodel.
ThemainobjectiveofthisarticleistointroducetheinnovativeconceptoftheIoTbroker,which
willplayanimportantroleintheIoTnetworks,describeitsconceptualframeworkandanalyzethe
intermediationservicesbypresentingtypicalcasestudies.
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INTRoDUCTIoN

TheInternetofthings(IoT)istheinternetworkingofphysicaldevicesembeddedwithelectronics,
software,sensors,actuators,andnetworkconnectivitythatenabletheseobjectstocollectandexchange
data(Gubbietal,2013).TheIoTallowsobjectstobesensedand/orcontrolledremotelyacrossexisting
networkinfrastructure,creatingopportunitiesformoredirectintegrationofthephysicalworldinto
computer-based systems, and resulting in improved control, efficiency and economic benefit in
additiontoreducedhumanintervention.Itisbasedonmeshnetworking,wheredeviceswithdifferent
configurationsandstandardsannouncetheirconnectiontothenetwork,seekingtointeractwiththe
otherconnecteddevices.ThereareanumberoftechnologiesthatcouldcontributetotheIoTvision,
eitherintheaccessorinthedomesticnetwork,suchasWi-Fi,cellular,satelliteetc.(Reinaetal,
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2013).WhentheIoTisaugmentedwithsensorsandactuators,thetechnologybecomesaninstance
ofthemoregeneralclassofcyber-physicalsystems,whichalsoencompassestechnologies,suchas
smartgrids,smarthomes,intelligenttransportationandsmartcities.TheIoTdescribesawebof
machine-to-machine(M2M)networksthatenablethefreeexchangeofmessagesbetweenso-called
“smartobjects”andassociatedapplicationswithincommercial,industrial,andcivilorganizations.

Althoughstillatitsinfancy,theabilityofIoTtoprovidereal-timevisibilityandcontrolofreal-
worldobjects, suchaswaterandelectricitymeters,point-of-sale terminalsand traffic lightshas
thepotentialtobringunprecedentedefficiencyandtransparencytoalmostanyaspectofourlives.
AccordingtoMorganStanley’sprojections,75billiondeviceswillbeconnectedtotheIoTby2020
(MorganStanleyResearch,2014). IoT isconsideredas themaindriver fordevelopingaSystem
of Systems (SoS) approach. SoS is a collection of task-oriented or dedicated systems that pool
theirresourcesandcapabilitiestogethertocreateanew,morecomplexsystemwhichoffersbetter
functionalityandperformance.AtypicalexampleofaSoSapplicationissmartcities,withseparate
subsystemsforstreetlighting,traffic,energy,buildingmanagementetc.(Cavalcanteetal,2016).IoT
isconsideredbymanytobethenextbestindustrialrevolutionaimingatmergingphysicalandvirtual
worldsandthuscreatingsmartenvironments(DuBravacetal,2015).ThetransitiontowardstheIoT
isexpectedtohappenveryquickly,drivingtheevolutionfromwwwtoIoT,asillustratedinFigure1.

ThedevelopmentoftheIoTecosystemrequirespartnershipandcollaborationamongindustries,
governments, technologycompaniesandresearchinstitutes.AsthenumberofsensorsintheIoT
networkincreases,theamountofdatagathered,managedandevencombinedwithotherdataand
distributedisalsoaugmented(OECD,2014).ToensurethehighqualityofIoTperformance,some
importanttechnicalrequirementsshouldbesatisfied,includingpowerefficiency,computationalpower,
storageavailabilityandhigh-speednetworking.TheevolutionoftheIoTwillundoubtedlyfollowan
expansionofdemandforbandwidth,datatransferrates,infrastructuresandservices.Towardsthis
end,itseemsthatthedeploymentoftheupcomingnew5Gwirelesstechnologywillspeedupthe
IoTevolution.

TheIoTecosystemischaracterizedbycomplexinteractionsbetweentechnology/datasuppliers
and users, with a dominant role of business-to-business interactions, where Information and
communicationstechnology(ICT)vendorsprovideIoTsolutionstoindustriesthatleveragethemto

Figure 1. Evolution towards the IoT
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deliverservicestotheirusers.ServiceprovidersmayplaydifferentrolesintheIoTvaluechainanda
keyfeatureoftheecosystemisthedynamicinteractionbetweenprovidersofhorizontalIoTplatforms
andthoseofverticalsolutionsorindustryspecificenvironments.TakingintoaccountthattheIoT
generatesmassiveamountsofdataandthatcloudcomputingprovidesapathwayforthesedatato
reachtheirdestination,therewillbeamajorneedforbridgingorspanningIoTgatewaysinbuilding
solutions,combininginfrastructure,servicesandcommunicationsamonganumberofprovidersand
alsobetweenthedemandandthesupplysideoftheIoTmarket.

IncurrentIoTsolutionstheindividualendusersmainlychoosetoimplementIoTapplications
eitherbythemselves(DoItYourown-DIYimplementations,byusingplatformssuchasarduinoor
raspberryetc)orbyusingthetraditionalchannelofretailmarket.Ontheotherhand,enterprisesand
governmentsaregoingdirectlytoIoTprovidersinordertodesignandimplementanyIoTsolution
basedontheirneeds(i.e.smartbuildings,cities).Currentsolutionsandimplementationsareusually
based on strong vertical market models. However, in the near future, open horizontal platforms
will dominate the IoT network, especially if open standards and interoperability can be ensured
(Al-Fuqahaetal,2015).Thepotentialoptimalbalancebetweenhorizontalplatformsandvertical
environmentsisoneofthecriticalissuesoftheIoTmarketevolution.Connectingandcorrelating
dataacrossdevicesandplatformswillresultinmoreefficientandresourcefulnetworks,connecting
awiderangeofassetsandinfrastructureallowingeachassetordevicetointeractinreal-timewithits
surroundingenvironment.Theresultingdataneedtobeanalyzed,transformedandre-communicated
tootherplatformsordevices(Briodagh,2018).Thedevelopmentofhorizontalinfrastructuresfordata
collectionprocessingandcommunicationwillbebarelyaffordable,ornotatall,andwillundermine
theeffectivenessandefficiencyofIoTperformance.Moreover,itwillraisegreatissuesregarding
compatibilityandprototypingamongthestakeholdersandthevariouscomponents.

ItisratherobviousthattheevolutionoftheIoTinvolvesasignificantincreaseofdata,services,
applicationsandinteractionsamongdifferentobjectsandhencetheneedforanintermediaryacting
asamiddlewarelayeronarelationalenvironmentbetweenallIoTentities.Inthiscontext,thepresent
paperintroducestheIoTbrokera.k.a.theBrokeroftheInternetofThings(BIoT)astheintermediary
entityinfutureIoTnetworkswhichimplementsthecorrespondingBrokeringIntelligenceasaService
(BIaS)IoTbusinessmodel.Theintermediaryconceptisfrequentlyusedinmarketingliteratureto
denoteaparticularcategoryofmarketactors(Snehotaetal,2001).In(Bohlietal,2009)thevision
ofintermediationinIoTnetworkshasbeenintroducedemphasizingthethreemainentitiesthatwill
playkeyrolesinthefutureIoTmarket:providers,consumersandintermediaries.In(Anderssonet
al,2015)aconceptualframeworkreflectingnetworkdynamicsinIoTwasproposedhighlightingthe
needforintermediation.Moreover,theauthorsin(Al-Fuqahaetal,2015)provideanoverviewon
IoTemphasizingonenablingtechnologies,protocolsandapplicationsandpresentingthecrucialneed
forbetterhorizontalintegrationamongIoTservices.SpecificfunctionalitiesofanIoTintermediary
arepresentedin(Senetal.,2018),(D’Elia,2015),(Karakostasetal.2016)butreferonlytocertain
areaofIoTapplicationsandnottoageneralizedbusinessmodelthatmayleadtoaninteroperable,
ubiquitousbrokerforallthecasesoftheIoTenvironments.Theroleoftheintermediaryorbroker
isalsoknownintheareaofcloudcomputing,whereacloudbrokerisathird-partythatactsasan
intermediarybetweenthepurchaserandtheprovidersofacloudservices(Guzeketal,2015).In
financialterms,abrokermakesaprofitbymatchingbuyer’sdemandswithseller’ssupplies(Rogerset
al,2012).Ingeneral,abrokeractsasanintermediarybetweentwoormorepartiesduringnegotiations.
TheBIoT,anevolutionandamorecomplexrealizationofthecloudbroker,willplayanimportant
roleinfutureIoTnetworks.Brokeringandintermediationservicesmustbeextendedtoincludenot
onlycomputinginfrastructureandsoftwarebutalsotelecommunicationservices,networkaccessand
consultingservicestoendusers.TheneedforinteroperationbetweenIoTdevicesandservicescalls
foranintermediategateway,whichallowsforabetterhorizontalintegrationbetweenthediverseIoT
services,technologies,systems,dataanduserrequirements.Integrationofdifferentprotocolsand
standardsinaheterogeneousenvironmentisoneofthemainpromisingtargetsoftheBIaS,together



International Journal of Technology Diffusion
Volume 10 • Issue 2 • April-June 2019

21

withtheintentiontobringauniformaccesstotheunderlyingdevicesandsupportdifferentkindsof
interactionsbetweenthem.

BasedontheabovetheobjectiveofthispaperistodefinetheroleofBIoTdescribingitsmain
functionalitiesundera structuredconceptual framework.An inspectionofprevious literature,as
analyzedabove,revealsthatthecrucialneedforanintermediaryandhorizontalintegrationamong
IoTservicesbutnospecificconceptualframeworkidentifyingtheIoTbrokerentityinallcasesofthe
IoTapplicationsandenvironments.TheproposedBIoTandtheconsequentBIaSbusinessmodelis
beingpromisingconceptsintheareaofIoTbothforindustriesandacademiaresearchinnearfuture.

Therestofthepaperisorganizedasfollows.ThesecondsectionreferstothespecificsofIoT
marketandpoliciesandthethirdsectionintroducestheBIoTconceptualdescription.Thefourth
sectionpresentsIoTapplicationsandtworepresentativecasestudiesofBIoT.Finally,someconcluding
remarksaregiveninthelastsectionofthepaper.

IoT MARKeT AND PoLICIeS

TheEuropeanUnionhasearlyunderstoodthebenefitsofIoTinthesocietyandeconomyandhas
beenactivelycooperatingwiththeprivateandpublicsectorofbothEUMemberStatesandthird
countriestounleashthepotentialoftheIoTtechnology.Towardsthisdirection,asetofsupporting
policyactionshavebeenadoptedaimingatacceleratingthetake-offofIoTforthebenefitofEuropean
citizensandindustries.AmongthemtheAllianceforInternetofThingsInnovation(AIOTI)and
theDigitalSingleMarket(DSM)Strategy(EuropeanUnion2017)aimatworkingcloselywithall
IoTstakeholdersandactorsandestablishacompetitiveEuropeanmarket.Inadditiontothepolicy
initiatives,theEUhassetupconcreteIoTresearchandinnovationobjectivesintheongoingHorizon
2020(EuropeanUnion2015;2013).

TheIoToffersagreatmarketopportunityforequipmentmanufacturers,internetserviceproviders
andapplicationdevelopers.AllforecastsagreethattheIoTmarketwillsubstantiallychangepeople’s
lives(EuropeanUnion2013).TheEuropeanIoTmarketisexpectedtoexpandatanannualgrowth
rateofover20%between2013and2020andthenumberofIoTconnectionswithintheEU28will
increasefromapproximately1.8billionin2013toalmost6billionin2020.Theeconomicgrowthof
IoT-basedservicesisalsoconsiderableforotherindustries.Healthcareandmanufacturingapplications
areexpectedtohaveagreateconomicimpact.Intermsofeconomicgrowth,IoTrevenuesintheEU28
willincreasefrommorethan€307billionin2013tomorethan€1,181billionin2020,including
hardware,softwareandservices.ThemarketvalueoftheIoTintheEUisexpectedtoexceedone
trillioneurosin2020.ItshouldbenoticedthatChinahasalreadyearmarked€625mforIoTinvestments
(DuBravacetal.,2015).

Basedontheabove,theIoTvisionwillcometrueinthenearfuture,providingagreatopportunity
fortraditionalequipmentandappliancemanufacturerstotransformtheirproductsintosmartobjects/
things.TheevolutionoftheIoTgloballyraisestheneedforhorizontalintegrationamongtheIoT
servicesanddevicesandhencethevisionoftheBIoTasanintermediarywillbecomereality.

BIAS CoNCePTUAL DeSCRIPTIoN

BIoT Functionalities
Since the IoTshouldbecapableof interconnectingbillionsor trillionsofheterogeneousobjects
throughtheInternet,thereisacriticalneedforidentifyingdistinctBIaSfunctionalities,inaflexible
layeredarchitecture,takingintoaccountbothresearchandindustrydrivenrequirements.Theproposed
BIaSarchitecture,illustratedinFigure2,ismainlybasedontheIoTfive-layermodelpresentedin
(Al-Fuqahaetal,2015).
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The proposed BIoT model is designed on the premises of a five-fold role in the future IoT
network.ItsmainfunctionalitiesincludeDatarepository,Datainteroperability,Hardwaremanagement
and maintenance, Communication gateway, Infrastructure design and implementation. These
functionalitiesarepresentedinmoredetailsinthefollowingsubsections.

Data Repository
BIoTmayactasdatarepositoryfordifferentapplicationsandplatformsusingthesamepoolofdata.
TheconnectedIoTdevicesneedmechanismstostore,processandretrievedata.Nevertheless,big
dataexceedsthecapabilityofcommonlyusedhardwareenvironmentsandsoftwaretoolstocapture,
manage, and process them within an acceptable time slot. The IoT employs a large number of
embeddeddevices,likesensorsandactuatorsthatgeneratebigdata,whichinturnrequirecomplex
computationaleffortstoextractknowledge,makingtheuseofcloudasthebestsolutionfortheIoT
tostoreandprocessdata.

Towards a centralized cloud vision, BIoT cloud computing will offer a new management
mechanismforbigdata,enablingtheprocessingofdataandtheextractionofvaluableknowledge
fromit.Endusersmaynot,andtheydon’tneedtobeawareofthestoragemechanismsandcomputer
infrastructurestheirdatawillbestoredin.Thus,theIoTbrokerwillofferanintangiblewayofdata
repository,actingasanintermediatebetweenthecloudprovidersandtheendusers’machines.Thiscan
beachievedbyutilizingtheavailablecloudplatforms,havingdifferentcapabilitiesandcharacteristics,
suchasThingWorx,OpenIoT,GoogleCloud,Amazon,GENI,etc.Animportantaspectofcloud
platformsistheirabilitytointeractwithdifferentapplicationprotocols.Acloudplatformmayhave
usersperformingwithdifferentapplicationprotocolsandthelimitationofthecloud,whichoffers
justaspecificapplicationprotocol,isabarriertoitsexpansion.Theavailablecloudplatformshardly
supportallstandardapplicationprotocols,whilealmostallofthemsupportRepresentationalState
Transfer(Whitmoreetal,2015).HybridcloudscanbeasolutionfortheBIoTdatarepository.Into

Figure 2. BIaS basic architecture
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thatcontext,theBIaSbrokerwilloffereitherstoragecapabilityofvirtualmachinesaccordingtothe
end-userrequirements.

Data Interoperability
BIoTwillalsoplaytheroleoftheintermediaryfordataaggregationandprocessing,combiningdata
fromdifferentsources-providersandmakingbundlesaccordingtoapplicationanduserneeds.End-
to-enddatainteroperabilityisasignificantchallengefortheIoT,becauseofthecrucialneedtohandle
ahugeamountofheterogeneousdatasources,belongingtodifferentplatforms.Heterogeneousdata
comingfromdifferentdevicessuchascameras,environmentsensors,tablets,householdappliances,
etc.needtobetreatedunderacommondatastandard,inordertofacilitateapplicationinteroperability.
IoTneedsacommondataanalyticplatformwhichcanbedeliveredasaservicetoIoTapplications.
SuchananalyticserviceshouldnotimposeaconsiderableoverheadontheoverallIoTecosystem.

Intothatcontext,BIaSwillalsoplaytheroleofservicemanagerpairingtheserviceswithits
requestersbasedonaddressesandnames.ThisBIaSabstractionenablesthesupportofheterogeneous
objectsanddevicesfromdifferentvendorswithoutbeenlockedintoaspecifichardwareplatform.

Hardware Management and Maintenance
IoTdevicesmayincludesensorsandactuatorstoperformdifferentfunctionalitiessuchasquerying
location,temperature,weight,motion,vibration,acceleration,humidity,etc.BIoTshouldbecapable
ofinterconnectinghugeamountsofheterogeneoussuchdevicesthroughtheInternet.Standardized
plug-and-playmechanismsneedtobeusedbytheBIoTtoconfigureheterogeneousdevices.The
heterogeneityoftheIoTdevicesneedsathoroughsolutiontomakeubiquitousIoTservicesareality.
Applicationprotocolsshouldsticktoacommonformat,inordertosupporttheadministrationand
communicationwithheterogeneousdevices.Deviceinteroperabilityshouldbeconsideredbyboth
applicationdevelopersandIoTdevicemanufacturers,inordertoensurethedeliveryofservicesfor
allcustomersregardlessofthespecificationsofthehardwareplatformthattheyuse.Anycomplex
IoTsystemmustincludehardwaremanagementcapabilitiesinitsarchitecture.Hardwaremanagement
helpstoprotectdevicesandtheirdatabymakingiteasiertosecureandmonitorthedevices.As
thenumberandvarietyofIoTdevicesdeployedincreases,togetherwiththecomplexityoftheIoT
systemarchitecture,thecapabilityoftheBIoTtohomogeneouslymanagingtheIoTdevicesbecomes
increasinglychallenging.IoTdevicemanagementincludesauthenticating,provisioning,configuring,
monitoringandmaintainingthedevicefirmwareandappropriatesoftwarethatprovidesitsfunctional
capabilities.Effectivedevicemanagementiscriticalfortheestablishmentandmaintenanceofhealth,
connectivityandsecurityofIoTdevices.IoTapplicationvendorstypicallyprovidecomprehensive
device management with their solutions, but all bets are off if that application vendor goes out
ofbusinessandauserwanttousethedeviceswithasimilarapplicationfromadifferentvendor.
Consumerscontinuouslyfaceunexpecteddeviceobsolescenceandlandfillsarestartingtofillup
withexpensiveIoTbricks.WhattheIoTconsumerneedsisatrulyopenIoTdevicemanagement
ecosystemthattheBIaSbrokermayoffer.

Communication Gateway
IoTbrokerwillalsoactasacommunicationgateway,combiningdifferentnetworksandavailable
connectionstoachievehighqualityofnetworkaccess.Communicationsgatewayisresponsiblefor
providingtheservicesrequestedbycustomers.Forinstance,BIaSgatewaycanprovidetemperature
andairhumiditymeasurementstothecustomerwhoasksforthatdata.ItisveryimportanttheBIaS
toprovidehigh-qualitysmartservicestomeetcustomers’needs.BIoTshouldhavethecapabilityof
connectingnumerousverticalapplicationsofdifferentmarketssuchassmarthome,smartbuilding,
transportation,industrialautomationandsmarthealthcare.TheBIoTbrokerwillbetheinterfaceby
whichend-userscaninteractwithadeviceandqueryfordata.TheIoTcommunicationtechnologies
connectheterogeneousobjectstogethertodeliverspecificsmartservices.Typically,theIoTnodes
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shouldoperateusinglowpowerinthepresenceoflossyandnoisycommunicationlinks.Examples
ofcommunicationprotocolsusedfortheIoTareWiFi,Bluetooth,IEEE802.15.4,Z-wave,LTE-
Advanced,5G,4G,RFID,Bluetoothetc(Xuetal,2014).Intothiscontext,newprotocolsarerequired
for communication compatibility between heterogeneous things (living things, vehicles, phones,
appliances,goods,etc.).Thedifferentapplicationprotocolsshouldfit together todeliverdesired
functionalitieswithouthavingtogothroughRFCsandthestandardsspecifications.Thediversedevices
inIoTenvironmentsrelyondifferentnetworktechnologies.So,thereisaneedforinteroperationof
theunderlyingcommunicationtechnologiesandprotocoladaptationservices.

Theroleofthebrokeristointerconnectalluserdevicesandprovideareliablecommunication
gatewaytothecloudinaseamlessmanner.Theend-usercanbeagnosticoftheimplementationand
alllow-levelcomplexitiesshouldbeundertakenbyanintermediatenetworkinglayerflexibleenough
tointerconnectmanydifferentphysicallayerinterfaces.

TheIoTbrokerintelligenceshouldbealsoabletochoosethebestalternativenetworkamong
theavailable(5G,Wi-Fi,etc.)orevencombinethem,takingintoaccountnotonlytechnicalbutalso
socio-economicalaspects.

Infrastructure Design and Implementation
ConsultationservicesrepresentanothercrucialchallengefortheBIoT,inordertosuitablyadvise
itscustomerstochoosethebest,amongagreatrangeofalternatives,accordingtotheirneeds,in
termsofIoTsysteminstallationandmaintenance,cloud,devices,network,etc.BIoTwillplaythe
roleofIoTsystemdesignerandmayalsoutilizecollaboratorsfortheinstallationandmaintenance
services.BIoTshouldalsoactasafinancialadvisoroftheendusers(households,municipalities,
etc.)basedondecisionmakingapproaches(multi-criteriaprocesses,multi-objectivemethods,etc.),
techno-economicanalysisandSoSperspective.

Thebrokerneedstoidentifythebestpossiblesolutionfortheend-user,takingunderconsideration
thetechnicalrequirementsoftheintendedapplications,aswellaseconomicrestrictions,security,
safetyandsocialfactors.TheBIoTwillmanagetheoverallIoTsystemactivitiesandservicesoffered
totheendusers.Itsmainresponsibilitiesincludebusinessmodels,graphs,flowcharts,etc.basedon
thereceiveddata.Itshouldbeabletodesign,analyze,implement,evaluate,monitor,anddevelopIoT
systemrelatedelementsaccordingtocustomerneeds.Itisalsonecessarytosupportdecision-making
processesbasedondataanalysis.Inaddition,monitoringandmanagementoftheunderlyingfive
BIoTrolesmustbeachieved.BIoTshouldbecapableofprovidingforecastsregardingthedemand
forIoTservicesandcompetitionofthecorrespondingmarketbasedondataanalytics.Thebroker
willalsosupportbillingserviceswithdifferentpricingapproaches.

BIaS Conceptual Framework
ThissectionfocusesontheanalysisoftheconceptualframeworkofBIaSwithintheIoTecosystem,
basedthefunctionalitiesofBIoTpresentedabove.Accordingto(Bohlietal,2009)themainentities
ofBIaSecosystemmaybe:i)providers,ii)intermediariesandiii)consumers,determiningathree-
layerenvironmentofBIoTaction.Thefront-endlayerconcernstheend-users’sideoftheIoTnetwork,
whileprovidersarelocatedintheback-endlayer,asshowninFigure3.Inthemiddlelayer,theBIoT
actsasintermediarybetweenconsumersandproviders.

InthecontextoftheIoTnetwork,weassumefourdifferentcategoriesoftheIoTprovidersand
morespecifically:

• Telecommunications:Thiscategoryincludescompaniesingeneralthatprovidevoiceordata
transmissionwhichisthemainstreamchanneloftransmittingdataamongthedevices;

• Hardware:ManufacturercompaniesprovidingmultiplecomponentsofanIoTapplication.For
example,ifweconsiderthecaseofsmarthome,ahardwareprovidermaybethemanufacturer
ofsensors,appliancesortheenduserdevicesonwhichclientinteractswithinthesystem;
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• Data storage:DatawarehouseprovidersofferedbycompaniessuchAmazon,GoogleCloud
etc.AllthedatarelatedwithanIoTapplicationcanbestoredthere;

• Application providers: Software companies developing the applications embedded in
theIoTdevices.

TheinitialrequestsforservingandimplementingIoTsolutionsaredrivenbytheendusers’needs.
Potentialusersmaybeindustries,organizations,individuals,government,publicservices,etc.BIoTis
responsiblefordefiningtherequirements,customizedtoenduserneedsandcooperatingwithproviders
inordertodeveloptheappropriatearchitectureofeachIoTapplication.Thatsimpleinteractionof
BIoTintermediaryisbasedonafive-foldroleoffunctionalities,analyzedintheprevioussection.The
servicesofferedtocustomersisaresultofthesefunctionalities.Abasicconceptofourproposalisthe
flexibilityoftheIoTbrokersupportingdifferentapplicationscenariosintheIoTenvironmentssuch
assmarthome,smartfactoriesetc.Somecharacteristicexamplesaredescribedinthenextsection.

WhenBIoTisinteractingwithcustomersofferingthemtherequestedservices,maybeconsidered
asdistributoroftheIoTtechnology,sincetheseinteractionsleadstoasuccessfulsellofaproductor
aservice.BIoTmayalsocombinemultipleIoTsolutionsinsimplifiedbundles,inaccordancewith
thepotentialproviders/manufacturers.Acharacteristicexampleofsuchbundlemaybeasmarthome
readysolutionwithspecializedcomponentsandfunctionalitieswherecustomersdon’tneedtohave
anyspecialknowledgeofeachtechnology.

IoTmarketecosystemanditsinteractionswithinitcanbealternativelyshowninFigure4where
itisratherclearthatBIoThasaprincipalroleinthislifecycle.BIoTmayactasaconsultantforend
usersandleadsthemtothemostefficientsolutionforthem.Interestinglyenough,BIoTmayactasa
consultantamongtheprovidersandbringvaluableinformationabouttheneedsoftheIoTmarket.This
caseallowsprovidersandtheIoTbrokertodevelopinnovativeandusefulsolutionsforIoTconsumers.
BIoTinteractsasalinkamongtheproviders,inordertoraisetheinteroperabilitybetweendifferent
technologiesandproducts/serviceswhichinteractinthecontextoftheIoTnetwork.

Figure 3. BIaS ecosystem and interactions
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APPLICATIoN SCeNARIoS

IoT Applications and Services
AsmartenvironmentmakesuseofICTtodevelopthecriticalinfrastructurecomponentsandservices
containingsensors,actuators,displays,andcomputationalelements,embeddedseamlessly in the
everydayobjectsofourlives,andconnectedthroughacontinuousnetwork(Xuetal.,2014).

InthecontextoftheIoTtherearefourgeneralcategoriesofapplications:personalandhome,
enterprise, utilities and mobile (Gubbi et al., 2013). More specific IoT applications are defined
under thesecategories suchas smarthome, smart factories, smart transportation, smartcityetc.
Smarthomeisoneof themostpopular IoTenvironmentsand involvesavarietyof technologies
anddevicesperformingseveralfunctionalities,suchasenergyefficiency,security,entertainment,
environmentalefficiencyetc.Inthecontextofutilitiescategory,wemayconsidersmartindustries
andfactoriesmachineryandequipmentwhichareabletoimproveprocessesthroughautomationand
self-optimizationusingefficientwaystoreduceenergyconsumption.Thebenefitsalsoextendbeyond
justthephysicalproductionofgoodsandintofunctionslikeplanning,supplychainlogistics,and
evenproductdevelopment.Thestructureofasmartfactorycanincludeacombinationofproduction,
information,andcommunicationtechnologies,withthepotentialforintegrationacrosstheentire
manufacturingsupplychain(Mabkhotetal.,2018).Consideringthecaseofasmartcity,inthecontext
ofpublicutilities,alltheinfrastructuresandservicessuchasadministration,education,healthcare,

Figure 4. BIoT’s position on lifecycle flow of IoT implementations
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publicsafety,realestate,transportationandutilitiesaresupportedinamoreaware,interactiveand
efficientway(Bélissent,2010).Inthecontextofmobilecategorysmarttransportationisrepresentative
application.Privateandpublictransportcontinuouslyexchangedatawithincitybasestationsand
offerstraffic,parkingmanagementandmanyotherservices.

In the following subsection two IoT application scenarios are presented, aiming to
analyzethewaythatBIoTinteractswithinasmarthomeenvironment.Thefirstexampleis
characterizedasaverticalintegrationscenariobecauseallfunctionalitiesaresupported.The
caseofhorizontalintegrationscenarioisalsoanalyzed,whereBIoTsupportsonlyoneofthe
aforementionedfunctionalities.

BIoT in Smart Home - Vertical Integration Scenario
A smart home architecture consists of three basic elements, a set of elaborate control
mechanismstomanagethedevices, thealreadyinstalleddevices(either legacyornot)and
homedeviceswithembeddedcontrolmechanismssuchasbabymonitoringandothersupported
smart services (Harper, 2003).The role and the interactionofBIoT in eachof these three
elementsisdescribedasfollows:

• ThefirstIoTelementconsistsofasetofelaboratecontrolmechanismsofcontroldevicessuchas
mountedcontrolpanels,smartphones,tablets,whichconstitutethemaininterfaceofinteractions
betweensmarthomeusersandIoTdevices.BIoTisresponsibletoensurehighavailabilityof
thesemechanisms.SecurityissuesconstituteanotherconcernofaBIaSplatformanddespitethe
sensitivityoftheexchangeddata,spoofingandthird-partycontrolcouldcauseseriousproblems.
Therelevantfunctionalitiesinthiscaseisthehardwaremanagementandmaintenanceanddata
repository,asdescribedintheprevioussection;

• Thealreadyinstalleddevicesinasmarthomerefertoanypre-existingappliancewhichinteracts
within the IoTnetworkandexchangesdata,dependingon theprovidedservice (i.e.kitchen
equipment,heating,homesecuritysystem,lighting,etc.).Inthiscontext,theBIoTshouldsupport
theinteroperationofanydifferentprotocolsusedbythesedevices,actingasacommunication
gateway.BIoTmayalsoconvertthelegacydevicestosmartdevicesbyinstallingrelevantreceivers
andtransmitters.Suchanexamplewouldbethewaterheaterconvertedtobemanageableremotely
bytheenduser;

• Homedeviceswithembeddedcontrolmechanismsisanothercrucialelementofsmarthouse.
Practicalissuesofafamily’severydaylifedrivetheneedfortheprovisioningofvariousservices/
facilities.Apartfrombabymonitoring,otherIoT-readymechanismswithanembeddedcontrolare
securitymechanismswhichcaninformautomaticallyfromdistancetheuserforabreach.User
maycontroltherecordingandsenddirectlytoauthorities.Aspectssuchasbandwidth,storage
andapplicationsincreasethecomplexityofchoosingthemostsuitablebundleofthataspects.
Towardsthisend,theBIoTshoulddefinetheappropriaterequirementscustomizedaccording
toendusers’needs,leadingtoanefficientsmarthomedesign.

BIoT in Smart Home - Horizontal Integration Scenario
OneofthebiggestchallengesinIoTimplementationsisthemanagementofalargeamountofbig
datacollectedbyanykindofdeviceintheIoTnetwork.BIoTcouldbridgealltheconnectedgateways
inanysmartbuilding/homeofawidegeographicalarea.EachdeployedIoTnetworkhasadifferent
purposeofusebutallnetworkelementsareconnectedtoastandardizedgatewayofferingadded
valueservicestotheenduser.SuchcaseisillustratedinFigure5whereonlythefunctionalityofdata
repositoryissupported.Representativescenariosofthiscasemayincludetheservicesofgathering
environmentalconditionsandcamerasurveillance.
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Smart Home - Environment Conditions
Imagine many smart homes involving sensors which collect measurements regarding humidity,
temperature,speedwindandsendingthesedatainastandardizeddataplatform.Executionofasimple
querythroughanAPI,managedbyaBIoTplatform,couldgiveanoverviewofwhichactionsmust
betakeninordertomaintainthedesiredtemperatureinsidethehouse,orprotecttheresidentsby
strongwindsbyraisinganalarmontheircontroldevices(phones,tablets,etc.).

Camera Surveillance
Acentralizedplatformofdatacollectionfromcamerasurveillancenetworkinawideareacouldbe
acharacteristicexample,whereBIoTaddsspecialvaluewithhisservices.Anewsmartbuilding,in
thisarea,couldfocusoninstallingsuchcamerasonlyonplacesnotcoveredbyanyotherbuildingin
theneighbor.Moreover,thesedatacouldbeusefultoanysecurityservice(police,securitycompanies
etc.)inordertohaveadirectinformationofattacksinsmarthomesorbuildings.

BothscenariosraisetheneedofanintermediaryintheIoTnetworkandtheBIoTvisionseem
tobeinevitableasthedemandforIoTservicesisincreased.

Smart Home with or without BIoT
TofurtherunderstandtheimportanceofBIoTinIoTapplications,thefollowingfigurepresentsthe
rolesofstakeholderswithoutBIoTaimingatachievingthefunctionalitiesdepictedinthefirstcolumn,
aswellastheadvantageofusingBIoTinfuturesmarthomes.

Consideringan IoTsmarthomenetworkwithoutBIoT,all stakeholdersact individuallybut
cooperationisalsoexpectedincaseatleasttwostakeholdershaveaduplicaterole(asincases1and
2ofFigure6).

Figure 5. Data Repository functionality used for a specific use case
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IncaseofusingtheBIaS,BIoTisresponsibleforprojectmanagementandactsasanintermediary
betweenprovidersandcustomerssupportingallthefunctionalities.

CoNCLUSIoN

Inthispaper,theinnovativeconceptoftheIoTbrokerwasintroduced,underastructuredconceptual
frameworkemphasizingonBIoTmainfunctionalitiesforintermediationservices.TheIoTmarket
raisestheneedforintermediationamongthevariousdevices,services,technologiesandhorizontal
solutions,makingBIoTanimportantpartofthevaluechain.BIoTisexpectedtoplayanimportant
roleinfutureIoTnetworks,includingnotonlyinfrastructureandsoftwareintermediationbutalso
telecommunicationandconsultingservices.

TheBIaSvisionisexpectedtohaveamany-foldimpactonsocietyandeconomybyitsnature,
sinceitactsasanintermediarybetweenthedemandandthesupplysideoftheΙοΤmarket.Thiswill
benefitthepricelevelsasmuchasthequalityoftheofferedservices,inaccordancewithsuitable
ServiceLevelAgreement(SLA)specifications,thusincreasingtheeconomicandthesocialsurplus
of theparticipatingparties. Inaddition, theBIoTwill substantiallycontribute to standardization
processesandinteroperabilityamongtheentitiesoftheIoTecosystem.

TheproposedpaperisanearlystageresearchinIoTbrokerageandthereisalotofworkahead,
inorderBIaStobecomeasuccessfulandwidelyacceptedbusinessmodel,providingawiderange
ofresearchdirections.Towardsthisend,thedevelopmentofadetailedBIaSconceptualframework
analyzingthoroughlyalltherelevantfunctionalitiesofBIoTisrathercrucialforfutureresearch.In
thiscontext,datarepositoryandinteroperabilitymechanismsshouldbeexhaustivelydefined,and
hardwaremanagementandmaintenanceprocessesshouldbedetermined.Moreover,theroleofBIoT
ascommunicationgatewayaswellasthesupportedtechnologiesshouldbefurtheranalyzed.Inthe
contextofconsultingservices,techno-economicaspects,businessprocesses,decisionmakingmethods,
pricingandforecastingmechanismsarealsocharacteristicfeaturesofBIaSthatneedanextensive
research.AthoroughBIaSframeworkthatcouldspeedupthedeploymentofIoT,shouldalsobe

Figure 6. Smart home with or without BIaS enabled
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validatedbyextensivecasestudiesinIoTapplications,suchassmarthome,smartcity,validatedby
qualitative/quantitativedata.

Therearealsoseveralchallengesandconsiderationsthatneedtobetakenintoaccounttowards
the BIaS vision. A major challenge is that BIoT should be continuously up-to-date on the new
technologies,servicesandinnovations.Inaddition,BIaSimposesacomplexitytomaintainenduser
securityrequirements,throughtheaccessnetwork,sincethebrokerisanadditionallayerbetween
theenduserandserviceproviders.Theauditingfunctionalityplaysanimportantroleonthisandon
howtheentitiesofthisecosystemhandleusers’sensitivedata.Moreparticular,theenforcementof
statepoliciesregardingtheproduceddataofsuchapplicationsisacrucialpoint.Inaddition,there
isamajorpointofconsideration,regardingthecontextforthemanagementofthedatabycloudor
applicationproviders,asitcouldturnouttobeadrawbackforBIoT,sincethedependencyofall
entitiesinmanipulatingsuchdataisnodalpointincreatingandofferingvaluedservicestoendusers.

The proposed paper provided an early stage framework in an attempt to shed light on IoT
brokerage,apromisingandchallengingentityoffutureIoT.Itisthehopeoftheauthorsthatitwill
constitute a first step in developing an extensive conceptual framework that could speed-up the
deploymentoffutureIoTnetworks.Aneffectivecollaborationbetweenacademiaandindustrymay
guaranteethebusinessprospectsofBIaSwidescaledeployment.
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